Form Approved: OMB No. 0980-0269.

& DEPARTMENT OF HEALTH AND HUMAN SERVICES TSR I O
: C OFFICE FOR CIVIL RIGHTS (OCR)
B
s HEALTH INFORMATION PRIVACY COMPLAINT
YOUR FIRST NAME - YOUR LAST NAME
. (b)(B);(b) |
|‘(qt1)\(6).(b)(7) |
HOME PHONE (Please include area code) WORK PHONE (Please include area code)
|(b)(6)
STREET ADDRESS cITY
[)(6),(b)7)(C) (b)(6);(b)(7)(C)
STATE zIP E-MAIL ADDRESS (If available)
(b)(6);(b (b)(6);(b)
Are you filing this complaint for someone else? l;__|""95_  K]No S
If Yes, whose health information privacy rights do you believe were violated?
FIRST NAME LAST NAME e

r~
¢

Who (or what agency or organization, e.g., provider, health plan) do you believe violated your (or someone else s) health "=’

information privacy rights or committed another violation of the Privacy Rule? A4 o
PERSON / AGENCY / ORGANIZATION = |
(E_)@)_i(b) CNP of Planned Parenthood of Northeast Ohio :’ _ = '_33_;
STREET ADDRESS CITY — ey
2663 Cleveland Ave. NW Canton o i.::
STATE ZIP PHONE (Please include area code)

Ohio 44,709 +1(330) 456-7191

When do you believe that the violation of health information privacy rights occurred?

LIST DATE(S)

1-18-2012 and 1-19-2012

Describe briefly what happened. How and why do you believe your (or someone else’s) health information privacy rights were
violated, or the privacy rule otherwise was violated? Please be as specific as possible. (Attach additional pages as needed)

On Wednesday, January 18 2012 at 1:45pm | received a voice mail on my cell phone stating that I needed to call and speak with a nurse at Planned Parenthood as soon as
possible regarding some recent test results. I called Planned Parenthood at 3:35pm on the same day and was asked for my birth date as verification. I then was put on
hold numerous times and was told that I needed to speak with a manager. [ was then told that they had made a mistake and that there are currently two patients with the
name and that they had called me by accident. Today, Thursday January 19 2012 I received a letter hand-addressed to myself from Planned Parenthood.
Inside the cnvelnpl. is a letter stating that the testing done on 1-12-2012 shows that I have Type | Herpes. Please note that [ was not seen as a patient at Planned
Parenthood on 1-12-2012. The letter was signed Ian“(b)(G) ()7 |CNP Planned Parenthood of Northeast Ohio. I am currently a Registered Nurse in the State of Ohio
and fully understand the HIPAA laws. 1also know of the other "[/iy\(&\-¢ |  in my area and am quite certain that she would not appreciate the fact that | now know she
has herpes.

Please sign and date this complaint. You do not need to sign if submitting this form by emall because submission by email represents your signature.

SIGNATUH(b)(6):(0)(7)(C) DATE (mm/dd/yyyy)
1-19-2012
Filing a d ver, without the information requested above, OCR may be unable to proceed with your

complaint. We collect this information under authority of the Privacy Rule issued pursuant to the Health Insurance Port ability and
Accountability Act of 1996. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your
complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974.
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible health information
privacy violations, for internal systems operations, or for routine uses, which include disclosure of information outside the Department for
purposes associated with health information privacy compliance and as permitted by law. It is illegal for a covered entity to intimidate,
threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any other action to enforce your rights under the
Privacy Rule. You are not required to use this form. You also may write a letter or submit a complaint electronically with the same
information. To submit an electronic complaint, go to OCR's Web site at: www.hhs.gov/ocr/privacy/hipaa/complaints/index.html. To
mail a complaint see reverse page for OCR Regional addresses.

HHS—?GU (7.’09) (FRON“ PSC Graphics (301) 443.10%0  EF




The remaining Information on this form is optional. Failure to answer these voluntary
questions will not affect OCR's decislon to process your complaint.

Do you need special accommodations for OCR to communicate with you about this complalnt? (Check all that apply)

[[] Braille (] Large Print [] Cassette tape [[] Computer diskette [] Etectronic ma! oo
(] Sign tanguage inlerpreter (specify language):

E] Foreign language interpreter (specify language): D Cther;

If we cannot reach you directly, is there someone we can contact to help us reach you?

FIRST NAME LAST NAME

HOME PHONE (Please include area code) WORK PHONE (ﬁeaae include area code)

STREET ADDRESS CITY

STATE ZIP | E-MAIL ADDRESS (If available}

Have you filed your complaint anywhere else? If so, please provide the following. (Attach additional pages as needed)
PERSON / AGENCY f ORGANIZATION / COURT NAME(S)

DATE(S) FILED CASE NUMBER(S) (If known)

To help us hetter serve the publ-lc. please provide the following information for the person you belleve had their health
Information privacy rights violated (you or the person on whose behalf you are filing).

ETHNICITY {selecl one) RACE (select orne or more}
(] Hispanic or Latino [] American Indian or Alaska Native [ ] Asian [] Native Hawailan or Other Pacific Istander
[] Not Hispanic or Latino [(] Biack or African American [<] white [] Other (speciy):

PRIMARY LANGUAGE SPOKEN (if other then English)

How did you leamn about the Office for Civil Rights?
[X] HHS Websltefintemet Search  [X] Family/Friend/Associate [] Retigious/Community Org "] LawyeriLegal Org (] Phone Directory [ ] Employer

[ FedsStateflocal Gov ] Healthcare Provider/Health Plan [ ] Conference/OCR Brochure [7] Other (specify):

= e
To mail a complaint, please type or print, and return completed complaint to the OCR Reglonal Address based on the region
where the alleged violation took place. If you need asslstance completing this form, contact the appropriate region listed below.

Reglon | - CT, ME, MA, NH, R, VT Reglon V - IL, IN, M), MN, OH, Wi Region IX - AZ, CA, Hi, NV, AS, GU,
Office for Civil Rights, DHHS Office for Civil Righis, DHHS The U.S. Affillated Paciic Isiand Jurisdictions
JFK Federal Building - Room 1875 233 N. Michigan Ave. - Suite 240 Offica for Civil Rights, DHHS
Boston, MA 02203 Chicago, IL 80601 80 7th Street, Suite 4-100
(617) 565-1340; (617) 565-1343 (TDD) {312) 836-2359; {312) 353-5693 (TDD) San Francigeo, CA 94103
{617) 585-3809 FAX {312) 836-1807 FAX {415) 437-8310; (415) 437-8311 (TDD)

Regton I1 - NJ, NY, PR, VI Region V1 - AR, LA, NM, OK, TX {415) 4278329 FAX
Office for Civil Rights, DHHS Office for Civl) Rigthts, DHHS
26 Federa) Plaza - Suite 3312 1301 Young Stree! - Suite 1169
New York, NY 10278 Danas, TX 75202
(212) 264-3313; (212) 264-2355 (TDD) {214) 767-4056; (214) 767-8940 (TDD)
(212) 264-3038 FAX (214) 767-0432 FAX
Reglon li - DE, DC, MD, PA, VA, WV Region Vil - [A, KS, MO, NE
Office for Chvil Rights, DHHS Office for Civll Rights, DHHS
150 §. Independence Mall West - Suite 372 601 East 12th Street - Room 248
Philade!phia, PA 19108-3499 Kansas City, MO 84108
{215) 881-4441; {215) 881-4440 (TOD) (816) 426-7277; (816) 426-7065 (TDD)
(215) B61-4431 FAX {B16) 4268-3686 FAX
Reglon IV - AL, FL, GA, KY, MS, NC, SC, TN Reglon V11l - CO, MT, ND, 8D, UT, WY Regton X - AK, ID, OR, WA
Offica for Civil Rights, DHHS Office for Civil Rights, DHHS QOffice for Civil Rights, DHHS
81 Forsyth Street, SW. - Suite 16T70 999 18th Street, Suite 417 2201 Sixth Avenue - Mail Stop RX-11
Aflanta, GA 30203-8909 Danver, CO 80202 Saaltle, WA 88121
(404) 582-7886; (404) 562-7684 (TDD) {303) 644-2024; (303) 844-3438 (TDD) (208) 615-2290; (206) 615-2295 (TDD)
(404) 562-7881 FAX {303) 644-2025 FAX {208) 615-2297 FAX
Burden Statement

Public reporting burden for the collectlon of Information an this complaint form is esimated to average 45 minutes per response, Including the e for reviewing
instructions, gathering the data needed and entering ang reviewing the Information on the completad complaint form. An agency may not conduct or sponsor,
and a person is not required to respond 10, a collection of information unless it displays a valid control number. Send comments regarding this burden estimate
or any olher aspect of this collection of information, including suggestions far reducing this burden, to: HHS/OS Reports Clearance Officer, Office of Information

Resources Management, 200 Independence Ave. S.W., Room $31H, Washington, D.C. 20201, Please do not mali this complaint form to this address.
HHS-700 {7/09) (BACK)




SERVICy,
S

COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice ro Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

- Asacomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 of 2



« lam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

« In addition, I understand that as a complainant I am covered by the Department of
Health and Human Services” (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

IB/CONSENT: I have read, understand, and agree to the above and give permission
to OCR to reveal my identity or identifying information about me in my case file to
persons at the entity or agency under investigation or to other relevant persons, agencies,
or entities during any part of HHS” investigation, conciliation, or enforcement process.

|:| CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I
understand that this denial of consent is likely to impede the investigation of my
complaint and may result in closure of the investigation.

(b)B);(L)T)C)

Signature: | Date: {' , C{ - & 0 ( ';\

*Please sign and date 1 form by email because submission by email represents your signature.

u (b)(B).(b)(THC)
Name (Please print): |

(b)B);(L)T)C)

Address: |

(b)B);(L)T)C)

Telephone Number: |

Complaint Consent Form Page 2 of 2
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@ Planned Parenthood- WWW.ppneo.org

e . get information « request appointments
of Northeast Ohio * pay bills » order birth control refilis

o.'_.":én
o UEER
!

-

; - 2
Date: /) / /L
(b)(4);(b)(B);(b)(7)C)

[aar

Planned Parenthood got the result of yourtestfrom _ / /. / 2-

(date)
Q Your test shows that you have chlamydia. (See information sheet) -

Q You were treated at your visit. Make sure you take all your medicine. If you have had

sex before finishing the medicine or with a partner who has not been treated, please call
us. You will need to be treated again.

1 It is important that you call or come to Planned Parenthood to be treated.
U Your sex partner(s) needs to be treated,
Q Come back to Planned Parenthood for a retest in 3-4 months.

Q Your test shows that you have gonorrhea. (See information sheet.)

O You were treated at your visit. Make sure you take all your medicine. If you have had
sex before finishing the medicine or with a partner who has not been treated, please cali
us. You will need to be treated again.

O It is important that you call or come to Planned Parenthood to be treated.

Q Your sex partner(s) needs to be treated.

Q Come back to Planned Parenthood for a retest in 3-4 months.

——__

Your test shows that you have herpes. (See information sheet.) / ;Z/:,( I
It is important that you call or come to Planned Parenthood to be treatéd.
Make sure you finish the medicine that you got at your visit.

our test shows that you haye syphills. (See information sheet.)
Q It is important that you cal! or come to Planned Parenthood to be treated.

Treatment is important. Depending on the STI, it may prevent your infection from getting
worse, help you to feel better, prevent you from passing the infection to others, and in some
cases, help you to stay healthy so yOu can get pregnant in the future.

Q Your test shows that you have a urinary tract Infectlon.
& You were treated at your visit. Make sure you take all your medicine.
Q It is important that you call or come to Planned Parenthood to be treated._ _ _
O The urine test also shows that you need a different medicine to treat the infection. itis
~ important that you call Planned Parenthood at
O A prescription is enclosed.

Treatment of a urinary tract infection is important. it may preveni you from getting a more
serious infection in your kidneys.

0 Other

H ¥
Let us know that you got this letter. Call Plan_ned Parenthood a! -
Itis x;«:-ur responlsrbility to get treated for your mfecnon.. The staff‘ at Planned Parenthooq ywll
help you., We will treat you or help you make an appointment with another doctor or clinic.

(0)(4);(b)(B);(b)
(b)(4);(b)(B),(b)XTHC) 06 BNC) E
Sincerely (0P
Planned Parenthood of Northeast Ohio
STI Notitication Letter Enc. Appropriate Client Information Sheet
otiti

LET4
Rev 011612
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i {( DEPARTMENT OF HEALTH & HUMAN SERVICES Office of the Secretary
®
v Office for Crvil Rights

Washington, D.C. 20201

February 8, 2012

(b)(4);(b)(B),(b)XTHC)

Our Transaction Number: CU-12-138698

Dear [0

Thank you for your complaint, received by the U.S. Department of Health and Human Services
(HHS), Office for Civil Rights (OCR).

OCR is responsible for enforcing a variety of Federal civil rights laws that prohibit
discrimination. Specifically, OCR has jurisdiction over programs and entities that receive Federal
financial assistance from HHS. Additionally, OCR has jurisdiction over health and human
service programs operated by HHS or by state and local public entities in cases involving
disability-based discrimination. In addition to disability discrimination claims, OCR investigates
claims of race, color, national origin, age and, in limited instances, sex and religion
discrimination. OCR also has jurisdiction over health plans, health care clearinghouses, and
certain health care providers with respect to enforcement of the Federal Standards for Privacy of
Individually Identifiable Health Information (the Privacy Rule and Security Rule, 45 C.F.R. Parts
160 and 164, Subparts A, C and E).

OCR has preliminarily accepted your complaint. An investigator will contact you in the near
future. Any correspondence regarding this matter should be sent to:

Office for Civil Rights

U.S. Department of Health and Human Services
233 N. Michigan Avenue, Suite 240

Chicago, IL 60601

For ease of identification please include the Reference Number, shown above, on any
correspondence to OCR. In the event that you move, change your telephone number or obtain a
new email account during the course of OCR’s investigation, please inform us so that we can
complete our investigation.




Page 2 ~|(0)(4).(0)(©).(0)(7)(C)

We are enclosing a copy of Notice to Complainants and Other Individuals Asked to Supply
Information to the Office for Civil Rights for your review. Please read this information and keep it
so you can refer to it later. We are also enclosing a fact sheet entitled Prorecting Personal
Information in Complaint Investigations. This fact sheet tells you how we protect information
that you provide to us and under what circumstances we are required by law to release information
to the public. Please review the fact sheet.

Sincerely,

el by

Michelle K Nguyen
Supervisory, Region V Intake Unit
Planning and Business Administration Management

Enclosures




gt DEPARTMENT OF HEALTH & HUMAN SERVICES OFFICE OF THE SECRETARY

iy
| $ b
j FT Voice - (312} 886-2359 Office for Civil Rights, Region V
i 3 C TDD - (312) 353-5693 233 N. Michigan Ave., Suite 240
ry {FAX} - (312) 886-1807 Chicago, 1L 60601
viza

‘% htto:/www.hhs.goviocr

July 30, 2012

(b)(4);(b)(B),(b)XTHC)

Re: Re: [}, Planned Parenthood of Northeast Ohio
OCR Transaction Number: 12-138698

On June 10, 2012, the U.S. Department of Health and Human Services (HHS), Office for
Civil Rights (OCR), Region V received your complaint alleging that Planned Parenthood of
Northeast Ohio (“Planned Parenthood”), the covered entity, has violated the Federal
Standards for Privacy of Individually Identifiable Health Information (45 C.F.R. Parts 160
and 164, Subparts A and E, the Privacy Rule). Specifically, you allege that, on January 18,
2012, Planned Parenthood contacted you by telephone and requested that you return a
telephone call regarding recent test results. You further allege that, during the call, it was
determined you were not the correct individual, and the telephone call ended. You then
allege that, on January 19, 2012, you received a letter from Planned Parenthood that
contained another individual’s protected health information (PHI). This allegation could
reflect a violation of 45 C.F.R. §§ 164.502(a) and 164.530(c).

Thank you for bringing this matter to OCR’s attention. Your complaint plays an integral part
in OCR’s enforcement efforts.

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces Federal
civil rights laws which prohibit discrimination in the delivery of health and human services
because of race, color, national origin, disability, age, and under certain circumstances, sex
and religion. :

The Privacy Rule allows health care providers and health plans to share PHI for permitted
purposes using the mail or fax, as long as they use reasonable and appropriate
administrative, technical, and physicat safeguards to protect the privacy of the PHI. See 45
C.F.R. § 164.502(a). These safeguards may vary depending on the mode of communication
used. For example, when faxing PHI to a telephone number that is not used regularly, a
reasonable safeguard may involve a covered entity first confirming the fax number with the
intended recipient of the fax.

We have carefully reviewed your complaint against Planned Parenthood and have
determined to resolve this matter informally through the provision of technical assistance to
Planned Parenthood. Should OCR receive a similar allegation of noncompliance against
Planned Parenthood in the future, OCR may initiate a formal investigation of that matter.




Page 2

Based on the foregoing, OCR is closing this case without further action, effective the date of
this letter. OCR’s determination as stated in this letter appties only to the allegations in this
complaint that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a
request, we will make every effort, as permitted by law, to protect information that
identifies individuals or that, if released, could constitute a clearly unwarranted invasion of
personal privacy.

If you have any questions regarding this matter, piease contact Wandah Hardy,
Investigator, at (312) 353-9774 (Voice) or {312) 353-5693 (TDD).

Sincerely,
/_
=) eyl e

Celeste H, Davis
Regional Manager
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(FAX} (312) 886-1807 Chicago, 1L 60601

DEPARTMENT OF HEALTH & HUMAN SERVICES OFFICE OF THE SECRETARY

Vo:ce (312) 886-2359 Office for Civil Rights, Region V

TDD - (312) 353-5693 233 N. Michigan Ave., Suite 240
hitp./fwww.hhs goviocr/

July 30, 2012

[(B)@),0)6):0) |Privacy Officer

Planned Parenthood of Northeast Ohio
444 West Exchange St

Akron, OH 44303

OCR Transactlon Number 12-138698

Dear |(D)4)(0)

~ On January 30, 2012, the U.S. Department of Health and Human Services (HHS), Office for

Civit Rights (OCR), Region V received a comptaint alleging that Planned Parenthood of
Northeast Ohio (*Planned Parenthood”), the covered entity, has violated the Federal
Standards for Privacy of Individualiy Identifiable Health Information (45 C.F.R. Parts 160
and 164, Subparts A and E, the Privacy Rule). Specifically, [ b6roi7) plleges that, on
January 18, 2012, Planned Parenthood contacted |(0)4).b) by telephone and requested that
she return the telephone call regarding recent test resuits. [)@).)© alleges that she
contacted Planned Parenthood, and during the call, it was deterrntned that she was not the
correct individual. According to [{ Mm January 19, 2012, she received a letter from
Planned Parenthood that contained another individual’s protected health information (PHI).
This allegation could reflect a violation of 45 C.F.R. §§ 164.502(a) and 164.530(c).

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces Federal
civil rights taws which prohibit discrimination in the delivery of health and human services
because of race, color, nationatl origin, disability, age, and under certain circumstances, sex
and religion.

Generally, the Privacy Rule permits a covered entity to make disclosures of PHI for a
permitted purpose, through a variety of means, such as by mail or facsimile machine, as
long as the covered entity, when doing so, uses reasonabie and appropriate administrative,
technical, and physical safeguards to protect the privacy of the PHI. See 45 C.F.R. §
164.502(a). These safeguards may vary depending on the mode of communication used.
For example, when faxing PHI to a telephone number that is not used regularly, a
reasonable safequard may involve a covered entity first confirming the fax number with the
intended recipient of the fax.

In this matter, the complainant alleges that PHI was impermissibly disclosed either through
the mail or by fax. Pursuant to its authority under 45 C.F.R. §§ 160.304(a) and (b), OCR
has determined to resolve this matter informally through the provision of technical
assistance to Planned Parenthood. To that end, OCR has enclosed a checklist of reminders
on how to safely use the mail or fax machines when sending PHI.

You are encouraged to review these materials closely and to share them with your staff as
part of the Health Insurance Portability and Accountability Act (HIPAA) training you provide
to your workforce. You are also encouraged to assess and determine whether there may
have been an incident of noncompliance as alleged by the complainant in this matter, and, if
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so, to take the steps necessary to ensure such noncompiiance does not occur in the future.
Please contact OCR if you need further information regarding the allegations in this matter.
Should OCR receive a similar allegation of noncompliance against Planned Parenthood in the
future, OCR may initiate a formal investigation of that matter.

Based on the foregoing, OCR is closing this case without further action, effective the date of
this letter. OCR’s determination as stated in this letter applies only to the allegations in this
complaint that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this ietter and other
information about this case upon request by the public. In the event OCR receives such a
request, we will make every effort, as permitted by law, to protect information that
identifies individuals or that, if released, could constitute a clearly unwarranted invasion of
personal privacy.

If you have any questions regarding this matter, please contact Wandah Hardy,
Investigator, at (312) 353-9774 (Voice) or (312) 353-5693 (TDD).

Sincerely,

AT

Celeste H. Davis
Regional Manager

Enclosure: Checklist
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May a physician’s office or health plan use mail or fax to
send patient medical information?

Yes. Where the Privacy Rule allows covered health care providers, health plans, or health care
clearinghouses to share protected health information with another organization or with the
individual, they may use a variety of means to deliver the information, as long as they use
reasonable safeguards when doing so. When the communications are in writing, the patient
information may be sent by mail, fax, or other means of reliable delivery.

The Privacy Rule requires that covered entities apply reasonable safeguards when making these
communications to protect the patient information from inappropriate use or disclosure to
unauthorized persons. These safeguards will vary depending on the mode of communication
used. For example, when mailing patient information, reasonable safeguards would include
checking to see that the name and address of the recipient are correct and current and that only
the minimum amount of patient information is showing on the outside of the envelope to ensure
proper delivery to the intended recipient. When faxing protected health information to a
telephone number that is not regularly used, a reasonable safeguard would include first
confirming the fax number with the intended recipient. Similarly, a covered entity may pre-
program frequently used numbers directly into the fax machine to avoid misdirecting the
information to someone who is not the intended recipient.

The following checklists provide guidance on reasonable safeguards that a covered health care
provider, health plan, or health care clearinghouse may put in place to protect patient information
from being impermissibly disclosed during (1) mailing and (2) faxing.

See 45 C.F.R. § 164.530(c).

MAILING CHECKLIST

[] | Carefully check name and address of intended recipient. Many names are similar;
make sure you have the correct name for the intended recipient on the envelope.
Make sure the address on the envelope matches the correct address of the intended
recipient.

] | Carefully check the contents of the envelope before sealing. Make sure the contents
may be permissibly disclosed to the intended recipient or properly relate to the
individual. Check all pages to make sure records or material related to other
individuals are not mistakenly included in the envetope.

[1 | Check the information showing on the outside of the envelope or through the address
window. Make sure identifying information that is not necessary to ensure proper
delivery is not disclosed.

[ 1] when doing mass mailings, do a test run to ensure the system is properly performing
and check at least a sample of the mailings for the accuracy of name and address of
the intended recipients and the correct contents, as indicated above, before sending.
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|

Have policies and procedures in place to safeguard protected heaith information that is
mailed, incfuding processes to act promptly on (1) name and address changes to
ensure corrections are made in ail the relevant records; and (2) reports of misdirected
mail to identify the cause and take steps to prevent future incidents.

Train staff on the maiiing procedures that your organization has put in place to
safeguard protected health information during mailing. Update the training periodically
and be sure to train new staff.

FAXING CHECKLIST

Carefully check the fax number to make sure you have the correct number for the
intended recipient. When manually entering the number, check to see that it has been
entered correctly before sending.

Confirm fax number with the intended recipient when faxing to this party for the first
time or if the fax number is not regularly used.

Program regularly used numbers into fax machines. Check to make sure you are
selecting the preprogrammed number for the correct party before sending.

Update fax numbers promptly upon receipt of notification of correction or change.
Have procedures for deleting outdated or unused numbers which are preprogrammed
into the fax machine.

Locate fax machines in areas where access can be monitored and controlied and avoid
leaving patient information on fax machines after sending.

Have policies and procedures in place to safeguard protected heaith information that is
faxed, including processes to act promptly on (1) changes in fax numbers to ensure
corrections are made in all the relevant records; and (2) reports of a misdirected fax to
identify the cause and take steps to prevent future incidents, including revising the
organization’s policies and procedures.

Train staff on the policies and procedures for the proper use of fax machines that your
organization has put in place to safeguard protected health information during faxing.
Update the training periodically and be sure to train new staff.




Bueckers, Robyn (HHS/OCR)

From: OCR Mail

Sent: Wednesday, May 23, 2012 11:22 AM
To: 0OS OCRMail, Reg7 (HHS/QS)
Subject: FW: Complaint!

The attached HIPAA email is forwarded from HQ for review and processing by your office.

From:|(0)©),()(7)(C) |
Sent: Monday, May 21, 2012 11:48 AM

To: OS OCR Complaint (HHS/OS)

Subject: Complaint!

1.[®XNE)O)THC)

. Planned Parenthood
1000 E Army Post Road
Des Moines, IA 50315
6. I went into Planned Parenthood around 2 weeks ago and was diagnosed with an STD. Planned Parenthood
has my current address.
A few days ago the woman [ lived with over 3 months ago texted me stating there was a note taped to her
apartment door
from Planned Parenthood stating my test results. For anyone to see. I don't understand, first of all, why they
would send
my results to an address I never even gave them and not to the current address I did give them. And also why
my VERY
personal information is there for anyone to see, including my old landlord and anyone else who decided to
walk by her
apartment that day. I'm going through major emotional turmoil over this as it is, this just adds to it.
7. L' have the letter that was taped to the door. You can clearly see where the tape was at.
8. [©)E).®)7)(C) |May 21,2012

ECEIVE
MAY 23 202

HHS/Office for Civil Rights
Region Vil




A
;
ra

o REALYy

DEPARTMENT OF HEALTH & HUMAN SERVICES Office of the Secretary
Voice - (B18) 426-7277, (800) 368-1019 Office for Civil Rights, Region Vi
TDD - (816) 426-7085, (800) 537-7697 601 East 12th Street, Room 353
Fax - (816) 426-3686 Kansas City, MO 64106
hitp://www.hhs gov/ocr MAY 242012

(b)(B);(b)(7)C)

Our Transaction number: 07-12-143462

Dear [EXE®)7)C)

Thank you for your correspondence received on May 23, 2012 by the Department of Health and
Human Services, Office for Civil Rights (OCR).

We are in the process of reviewing your correspondence to decide whether OCR has authority and
is able to take action with respect to the matters you have raised. We will complete our initial
review as quickly as possible.

If you have any questions, please contact:
Office for Civil Rights, Region VII

601 East 12th Street, Room 353

Kansas City, MO 64106

1-800-368-1019

When contacting this office, please remember to include the transaction number that we have
given your file. That number is located in the upper left-hand comer of this letter.

Sincerely,
Orasx Cangeld

Frank Campbell
Regional Manager
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C DEPARTMENT OF HEALTH & HUMAN SERVICES OFFICE OF THE SECRETARY

Voice - (816) 426-7277, (B00) 368-1019 Office for Civil Rights, Region VII

TDD - (816) 426-7065, (80Q) 537-7697 601 East 12" Street, Room 353
(FAX) - (B16)426-3686 Kansas City, MO 64106-2817

hitp:/fwww.hhs.govioer!
Reg7. QCRMAIL@hhbs . gov

May 28, 2012

(b)(B);,(bXTHC)

Our Transaction number: 12-143462

(b)(B);,(bXTHC)

Dear

Thank you for your complaint received on May 23, 2012, by the Department of Health and
Human Services (HHS), Office for Civil Rights (OCR). In your complaint you allege a violation
of the Federal Standards for Privacy of Individually Identifiable Health Information and/or the
Security Standards for the Protection of Electronic Protected Health Information (45 C.F.R. Parts
160 and 164, Subparts A, C, and E, the Privacy and Security Rules) by Planned Parenthood,
located in Des Moines, 1A (PP).

Specifically, you allege that PP sent your test results to an incorrect address that you previously
resided at, and posted the test results on the door for anyone to view. You further allege that you
never provided PP with your previous address; however, you have provided PP with your current
address.

OCR is responsible for enforcing a Federal law that protects the privacy of health information
and a variety of Federal civil rights laws that prohibit discrimination. Specifically, OCR has
jurisdiction over programs and entities that receive Federal financial assistance from HHS in
cases involving discrimination based on race, color, national origin, age, disability, and, under
certain circumstances, sex and religion. Additionally, OCR has jurisdiction over health and
human service programs operated by HHS or by state and local public entities in cases involving
disability-based discrimination. OCR also has jurisdiction over health plans, health care
clearinghouses, and certain health care providers with respect to enforcement of the Federal
Standards for Privacy of Individually Identifiable Health Information and/or the Security
Standards for the Protection of Electronic Protected Health Information (45 C.F.R. Parts 160 and
164, Subparts A, C, and E, the Privacy and Security Rules).

In order to investigate your complaint we need additional information. Please provide to OCR
the following:

1) Provide an executed consent form.
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2) Names and contact information of any witnesses (address, phone number, e-mail
address, etc.).

3) Any evidence that substantiates your allegations.

Please return the requested information to this office within 20 days of the date of this
letter. We need this information to continue processing your complaint. If we do not
receive this information within 20 days of the date of this letter we will close your file.

If you have questions, please write us or contact Ashtan N. Mitchell, Equal Opportunity
Specialist, at (816) 426-6369 (Voice), (816) 426-7065 (TDD).When contacting this office, please
remember to include the identification number that we have given your file. That number 1s
located in the upper left-hand corner of this letter.

Sincerely,
g A TRl

Ashtan N. Mitchell,
Equal Opportunity Specialist

Enclosure



COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply

with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents entitled, Notice to Complainants and Other
Individuals Asked to Supply Information to the Office for Civil Rights and Protecting
Personal Information in Complaint Investigations for further information regarding how
OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

+  Asacomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Compiaint Consent Form Page 1 of 2
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« [am also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

- Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

CONSENT: [ have read, understand, and agree to the above and give permission
to OCR to reveal my identity or identifying information about me in my case file to
persons at the entity or agency under investigation or to other relevant persons, agencies,
or entities during any part of HHS’ investigation, conciliation, or enforcement process.

CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. 1
understand that this denial of consent is likely to impede the investigation of my
complaint and may result in closure of the investigation.

Signature: Date:

*Please sign and date this complaint. You do not need ro sign if submirting this form by email becouse submission by email represents yowr signature.

Name (Please print):

Address:

Telephone Number:

Complaint Consent Form Page 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it

asks to supply information that:

— OCR is authorized to solicit information under:

(i) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 US.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(ii) Titles VI and XVI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title II of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F R. Part 35, which give HHS "designated
agency" authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually Identifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Complainants and Gther Individuals Page [ of 2
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OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(i) to make disclosures to OCR contractors who are required to maintain Privacy Act
safeguards with respect to such records:

(ii) for disclosure to a congressional office from the record of an individual in response to
an inquiry made at the request of the individual;

(iii) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(iv) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act

A complainant, the recipient or any member of the public may request release of OCR
records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements

Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or
imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry”.

Notice to Complainaws and Other Individuals Page 2 of 2



PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copies of your medical records, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medical history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is otherwise permitted by law.

Consent 1s voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

CAN I SEE MY OCR FILE?

Under the Freedom of Information Act (FOIA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information.

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

If a complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint to another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?

Access to OCR’s files and records is controlled by the Freedom of Information Act
(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Information FPage 1 of 2




as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.

[f OCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we will only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do so by another law.

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 100 pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this complaint and consent package,

Please contact OCR at http://www.hhs gov/ocr/office/about/contactus/index html
OR

Contact your OCR Regional Office
(see Regional Office contact information on page 2 of the Complaint Form)

Protecting Personal information Page 2 of 2
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5 DEPARTMENT OF HEALTH & HUMAN SERVICES OFFICE OF THE SECRETARY
'—;6 Voice - (B16) 426-7277, (800) 368-1019 Office for Civil Righis, Region VII
TDD - (816) 426-7065, (B00) 537.7697 601 East 12™ Street, Room 353
%'mm (FAX) - (815)426-3686 Kansas City, MO 64106-2817
http./fwww hhs govicer!

Req7. OCRMAIL@hhs . gov

JUN 222012

(b)(B);,(bXTHC)

Our Transaction number: 12-143462

Dear ®)©):.0)7)C)

On May 28, 2012, we sent you a letter requesting additional information regarding your
complaint against Planned Parenthood, located in Des Moines, IA. We explained we needed this
information in order for us to pursue your complaint. A copy of our May 28, 2012, letter is
enclosed.

Given we have not heard from you, we are closing our file on this matter.

If you have questions, please write us or contact Ashtan N. Mitchell, Equal Opportunity
Specialist, at (816) 426-6369 or toll free at 1-800-368-1019.

Sincerely,

Z/'f(%ﬂ

0. Campbell
Regional Manager

Enclosure
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( Voice- (816) 267277, (800) 3681019 Office for Clvﬂnghts,RegunVlI
TDO - (818) 426-7065, {800) 537-7097 601 East 12 Street, Room 353
(FAX) - (B16)426-3686 Kansas City, MO 64106-2817
bifo: e bvs. govioer!
Rea? OCRMAILEhs gov
May 28, 2012

(b)(B);,(bXTHC)

Our Transaction number: 12-143462

Dear| ®©-0NC)

Thank you for your complaint received on May 23, 2012, by the Department of Health and
Human Services (HHS), Office for Civil Rights (OCR). In your complaint you allege a violation
of the Federal Standards for Privacy of Individually Identifiable Health Information and/or the
Security Standards for the Protection of Electronic Protected Health Information (45 C.F.R. Parts
160 and 164, Subparts A, C, and E, the Privacy and Security Rules) by Planned Parenthood,
located in Des Moines, IA (PP).

Specifically, you allege that PP sent your test results to an incorrect address that you previously
resided at, and posted the test results on the door for anyone to view. You further allege that you
never provided PP with your previous address; however, you have provided PP with your current
address.

OCR is responsible for enforcing a Federal law that protects the privacy of health information
and a variety of Federal civil rights laws that prohibit discrimination. Specifically, OCR has
jurisdiction over programs and entities that receive Federal financial assistance from HHS in
cases involving discrimination based on race, color, national origin, age, disability, and, under
certain circumstances, sex and religion. Additionally, OCR has jurisdiction over health and
human service programs operated by HHS or by state and local public entities in cases involving
disability-based discrimination. OCR also has jurisdiction over health plans, health care
clearinghouses, and certain health care providers with respect to enforcement of the Federal
Standards for Privacy of Individually Identifiable Health Information and/or the Security
Standards for the Protection of Electronic Protected Health Information (45 C.F.R. Parts 160 and
164, Subparts A, C, and E, the Privacy and Security Rules).

In order to investigate your complaint we need additional information. Please provide to OCR
the following:

1) Provide an executed consent form.
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2) Names and contact information of any witnesses (address, phone number, e-mail
address, etc.).

3) Any evidence that substantiates your allegations.

Please return the requested information to this office within 20 days of the date of this
letter. We need this information to continue processing your complaint. If we do not
receive this information within 20 days of the date of this letter we will close your file.

If you have questions, please write us or contact Ashtan N. Mitchell, Equal Opportunity
Specialist, at (816) 426-6369 (Voice), (816) 426-7065 (TDD).When contacting this office, please
remember to include the identification number that we have given your file. That number is
located in the upper left-hand comer of this letter.

Ashtan N. Mitchell,
Equal Opportunity Specialist

Enclosure
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to collect and receive material and information about you, including
personne] and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
information about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personal information, if necessary, to investigate your complaint.

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranted invasion of personal privacy.

Please read and review the documents enuﬂed, Mammmmd_qma
ion i j ostigations for further mformaﬁon regarding how
OCR may obmm, use, and dxsclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by OCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint. Please make one copy for your records.

* Asacomplainant, I understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaint Consent Form Page 1 gf2
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+ I am also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose

information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

+ In addition, I understand that as a complainant | am covered by the Department of
~ Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the following boxes:

CONSENT: 1 have read, understand, and agree to the above and give permission
to OCR to reveal my identity or identifying information about me in my case file to
persons at the entity or agency under investigation or to other relevant persons, agencies,
or entities during any part of HHS’ investigation, conciliation, or enforcement process.

CONSENT DENIED: I have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. I
understand that this denial of consent is likely to impede the investigation of my
complaint and may result in closure of the investigation.

Signature: Date:
*Please sign and dais this complaint. You do mot meed 10 sign if submitting this form by smail beconme submission by emall represents your signaturs.

Name (Please print):

Address:

Telephone Number:

Complatnt Covsent Form . Page 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Erivacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR to notify individuals whom it
asks to supply information that:

— OCR is authorized to solicit information under:

(i) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, religion under programs and
activities receiving Federal financial assistance from the U_S. Department of Health and
Human Services (HHS), including, but not limited to, Title VI of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 U.S.C.
§794), the Age Discrimination Act of 1975 (42 U.S.C. §6101 et seq.), Title IX of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(ii) Titles VI and XVI of the Public Health Service Act (42 U.S.C. §§291 et seq. and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hill-
Burton facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and

(iv) Title I of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Department of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency™ authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individually ldentifiable Health Information (The
Privacy Rule) at 45 C.F.R. Part 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

OCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of

federal financial assistance, failure to provide OCR with requested information may
preclude OCR from making a compliance determination or enforcing the laws above.

Notice to Compiginants and Other Individuals Page 1 of 2
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OCR has the authority to disclose personal information collected during an investigation
without the individual’s consent for the following routine uses:

(i) to make disclosures to OCR contractors who are required to maintain Privacy Act
safeguards with respect to such records;

(ii) for disclosure to a congressional office from the record of an individual in response to
an inquiry made at the request of the individual;

(iif) to make disclosures to the Department of Justice to permit effective defense of
litigation; and

(iv) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

Under 5 U.S.C. §552a(kX2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material compiled for law
enforcement purposes from certain Privacy Act access, amendment, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR

records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS
regulations at 45 C.F.R. Part 5.

Fraud and False Statements

Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or
imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitious or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry”.

Notice to Complatrants and Other Individuals Page 2of 2
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PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copies of your medical records, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medical history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is otherwise permitted by law.

Consent is voluntary, and it is not always needed in order to investigate your complaint;

however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

CAN I SEE MY OCR FILE?

Under the Freedom of Information Act (FOLA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information.

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

If a complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint o another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?
Access to OCR’s files and records is controlled by the Freedom of Information Act

(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Information Pape 1 of 2
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as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion of personal privacy.

If OCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we will only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do so by another law,

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 100 pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this oomplamt and consent package,
Please contact OCR at hittp://www hhis g0 g ! _ | )

OR

Contact your OCR Regional Office
{(see Regional Office contact information on page 2 of the Complaint Form)

Protscting Personal Information Page 24f2
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Form Approved OME No 0990-0269

& DEPARTMENT OF HEALTH AND HUMAN SERVICES See OMO Sitemeri o Rver

¢ -/C OFFICE FOR CIVIL RIGHTS (OCR) I _

.s ¢

%h HEALTH INFORMATION PRIVACY COMPLAINT T ey
YOUR FIRST NAME YOUR LAST NAME TAE U.S. DEPT. OF HHS

B)6E)( ©)6),0) arT

| 0CT 0.2 2012

HOME PHONE {Please include area code} WORK PHONE {Please include area code) T

©)6).0)7) . (B)(6).OIT)( OFEICE FOR CIVIL RIGHTS
STREET ADDRESS CITY
Eeone ] 00 REGION 6

STATE ZIP E-MAIL ADDRESS (If available)

©)6). (©)6)®) B)6).0)7(C)
Are you filing this complaint for someone else? Yes [INe

If Yes, whose health information privacy rights do you believe were violated?
FIRST NAME LAST NAME
B)ELBYT)( (0)(©).b)(

Who (or what agency or organization, e.g., provider, health plan) do you believe violated your (or someone else’s) heaith
information privacy rights or committed another violation of the Privacy Rule?
PERSON f AGENCY / ORGANIZATICN

Planned Parenthood of North Texas, Inc.

STREET ADDRESS : CITY
3500 South Broadway Ave., Ste E oo Tyler
STATE ZP ‘ PHONE (Please include area code)
TX 75,701 +1(903) 581-8277
When do you believe that the violation of health information privacy rights occurred?
LIST DATE(S)

September 24, 2012

Describe briefly what happened. How and why do you believe your {or someone ¢lse’s) health information privacy rights were
violated, or the privacy rule otherwise was violated? Please be as specific as possible. {(Attach additional pages as needed)

On September 24, 2012, we received a fax on our home fix number [(0)(6).(0)(7)(] from Planned Parenthood of North Texas in Tyler. The fax (copy enclosed) appears
to be a receipt for services provided to a a7y Jwhom we do not know. Planned Parenthood did not take adequate steps to assure that its fax was directed 1o
a correct phone number, and inappropriately disclosed to us protected health information including[(1)(6):(b)( | neme and details of services she recerved

Please sign and Et-ﬁ {STEb) T C.) Lot You de nat naad tn slan i submiting this form by emall because submission by email represents your signature.
SIGNATURE = DATE (mm/ddAyyyy)
o oaf22/12
Filing a comg. er, without the information requested above, OCR may be unable to proceed with your

complaint. We cofiect this information under authority of the Privacy Rule 1ssued pursuant to the Health Insurance Port ability and
Accountability Act of 1996. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your
complaint. Information submitted on this form is treated confidentially and is protected under the provisions of the Privacy Act of 1974
Names or other identifying information about individuals are disclosed when it is necessary for investigation of possible health information
privacy violations, for intemal systems operations, or for routine uses, which include disclosure of information outside the Department for
purposes associated with health information privacy compliance and as permitted by law. It is illegal for a covered entity to intimidate,
threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any other action to enforce your rights under the
Privacy Rule. You are not required to use this form. You also may write a letter or submit a complaint electronically with the same
information. To submit an electronic complaint, go to OCR’s Web site at: www.hhs.goviocr/privacy/hipsalcomplaintsfindex.html. To
mail a complaint see reverse page for OCR Regional addresses.

HHS-700 (7/09) (FRONT) PSC Oriphues (301} 4431050 EF
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09/24/2012 MON 17:10 FAX [(0)6)(0)7)C) [Planned Parsnthood . o Qeor/001

(b)(B);,(bXTHC)

p Planned Parenthood

of North Texas, Inc.

FUNDS AUTHORIZATION FORM
Patlent Assistance Fund

Because of generous donations, Planned Parenthood of North Texas is able to offer
financial assistance to you today. @

This financial assistance wili be in the amount of: §

Reason for use: |
Une'm.:»ected treatment é{ ' d @)
o C) CT_Ov . W1

Wa ask that you heip keep these funds availabte for other people who, like you, may seek
services at Planned Parenthood and need financial assistance. You can do this by
donating back the amount provided to you over the next three months and by continuing
to make meaningful gifts to the Patient Assistance Fund whenever you are able.

Thank you for whatever amount you can contribute to Planned Parenthood. Your
donation helps other people more easily access the same care you had today!

| agkmmartesdntbns t boein haan =iyen the financial assistance specified above.

(B)B).P)THC)
q.34-12

ign Date

Printed Name

Qo fMinke (b)(B);,(bXTHC)

(b)(B);,(bXTHC)

boalsth Pamtar { Encounter # / L

Pri

(b)(B);,(bXTHC)
(b)(B);,(bXTHC) Q_W /

Date

Health Center Staff: Enter into NextGen with the odjustment “Patient Assistonce Fund.”
Fax compieted form to Kerl at 214,234.0492.
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The remaining information on this form is optional. Failure to answer these voluntary
questions will not affect OCR’s decision to process your complaint.

Do you need special accommodations for OCR to communicate with you about this complaint? (Check all that apply)

(] Braille [ Large Print [ Cassette tape [ Computer diskette [J Electronic mail [QToo
[[] sign language interpreter (specify language):

[] Foreign language interpreter {specify language): [ Othe:

If we cannot reach you directly, is there someone we can contact to help us reach you? ( A/ o )

FIRST NAME LAST NAME —

HOME PHONE {Pleasg include area cods) . WORK PHONE (Please include area code)

STREET ADDRESS CITY

STATE 2IP E-MAIL ADDRESS {If avaiable)

Have you filed your complaint anywhere else? if so, please provide the f
PERSON 7 AGENCY / ORGANIZATION / COURT NAME(S)

ngy(Attach additional pages as needed)

DATE(S) FILED CASE NUMBER(S) (If known)

To help us better serve the pubﬁc, please provide the following information for the person you believe had their health
information privacy rights violated (you or the person on whose behalf you are filing).

ETHNICITY (select one) RACE {select one or more)
[ Hispanic or Latino [] American Indian or Alaska Native [ ] Asian [[] Native Hawailan or Other Pacific Islander
[[] Not Hispanic or Latino [] Black or African American [Jwhite [ other {specify):

PRIMARY LANGUAGE SPOKEN (if other then English)

How did you leamn about the Cffice for Civil Rights?
HHS Website/internet Search [} Family/Friend/Associate [T} Refigious/Community Org [ LawyeriLegal Org [[] Phone Directory [} Employer

[[] Fed/State/Local Gov [] Healthcare Provider/Health Plan [] cenference/OCR Brochure [ Other {specify):

e —,— e — e ————
To mail a complaint, please type or print, and return compieted complaint to the OCR Regional Address based on the region
where the alleged violation took place. If you need assistance completing this form, contact the appropriate region listed below.

Reglon | - CT, ME, MA, NH, RI, VT Region V - IL, IN, MI, MN, OH, Wi Region IX - AZ, CA, HI, NV, AS, GU,
Office for Civil Rights, DHHS Office for Civil Rights, DHHS The U.S. Affiliated Pacific Island Jurisdictions
JFK Federal Building - Room 1875 233 N. Michigan Ave. - Suite 240 Office for Civil Rights, DHHS
Boston, MA 02203 Chicaga, IL 60601 90 Tth Street, Suite 4-100
{617) 565-1340; (617) 565-1343 (TDD) (312) 886-2359; (312) 353-5693 (TDD) San Francisco, CA 94103
(617) 565-3800 FAX (312) 886-1807 FAX {415) 437-8310; {(415) 437-8311 (TDD)

Region Il - NJ, NY, PR, VI Region Vi - AR, LA, NM, OK, TX (415) 437-8329 FAX
Office for Civil Rights, DHHS Office for Civil Rights, DHHS
26 Federal Plaza - Sulle 3312 1301 Young Street - Suite 1169
New York, NY 10278 Dallas, TX 75202
(212) 264-3313; (212) 264-2355 (TDD) (214) T67-4056; (214) 767-8940 {TDD)
{212) 264-3039 FAX {214) 767-0432 FAX
Region lll - DE, DC, MD, PA, VA, WV Region Vil - 1A, KS, MO, NE
Office for Civil Rights, DHHS Office for Civil Rights, DHHS
150 S. Independence Mall Wesl - Suite 372 601 East 12th Street - Room 248
Philadelphia, PA 19108-3499 Kansas City, MO 64106 )
(215} 861-4441; (215) 861-4440 (TDD) {816).426:7277; (816) 426-7065 {TDD)
(215) 8614431 FAX (816) 426-3686 FAX
Region IV - AL, FL, GA, KY, MS, NC, SC, TN Region VIl - CO, MT, ND, 5D, UT, WY Region X - AK, 1D, OR, WA
Office for Clvil Rights, DHHS Office for Civil Rights, DHHS Cffice for Civil Rights, DHHS
61 Forsyth Street, SW. - Suite 16T70 999 18th Strest, Suite 417 2201 Sixth Avenue - Mail Stop RX-11
Atlanta, GA 30303-8909 Denver, CO 80202 Seattle, WA 98121
{404) 562-7886; (404) 562-7884 (TDD) (303) 844-2024; (303) 844-343% (TDD) (206) 615-2290; {206) 515-2298 (TDD)
(404) 562-7881 FAX {303) 844-2025 FAX {206) 615-2297 FAX
.1+ Burden Statement

Public reporting burden for the collection of information on this complaint form is estimated to average 45 minutes per response, including the time for reviewing
instructions, gathering the data needed and entering and r¢viewing the information on the complated complaint form. An agency may not conduct of sponsor,
and a person is not required (o respond to, & collection of informéation unless it displays a valid control number. Send comments regarding this burden estimate
or any other aspect of this collection of information, including suggestions for reducing this burden, lo: HHS/OS Reporis Clearance Officer, Office of Information
Resources Management, 200 Independence Ave. S.W, Reom 531H, Washington, D.C. 20201, Flease do not mail this complaint form to this address.
HHS-700 (7/09) (BACK)
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. Iam also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). .I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

. In addition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
because he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS’
investigation, conciliation, or enforcement process.

Afier reading the above information, please check ONLY ONE of the following boxes:

IXKICONSENT: I have read, understand, and agree to the above and give permission
to OCR to reveal my identity or identifying information about me in my case file to
persons at the entity or agency under investigation or to other relevant persons, agencies,
or entities during any part of HHS’ investigation, conciliation, or enforcement process.

D CONSENT DENIED: | have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about me. 1
understand that this denial of congent is likely to impede the investigation of my
complaint and may result in ,clPsqre of the investigation.

(b)(B);,(bXTHC)

Signature; Date: 9 / Z# / (2

*Please sign and daie this complami. Tou need 1o 3, % form by email becase submisston by email represents your signaiure.

]
) (b)(B);,(bXTHC)
Name (Please print): |

(b)(B),(b)(7)C)
Address:
RGO
Telephone Number:
RECEIVED BY:
ey THE U.S. DEPT. OF HHS
| 0CT 02 2012
Complaint Consent Form OFFICE FOH C|V|L RIGHTS Page 2 of 2

REGION 6




o SERVIcgy

4

DEPARTMENT OF HEALTH & HUMAN SERVICES Office of the Secretary

vt Voice - (214) 767-4056, (800) 368-1019 Office for Civil Rights, Region Vi
TDD - (214) 767-8940, (800) 537-7697 1301 Young Street, Suite 1169
Fax - (214) 767-0432 Dallas, TX 75202

http:/fwww . hhs.goviocr

October 12, 2012

(b)(B);,(bXTHC)

T

Our Transaction number: 06-13-149897

b)(6);(b)(7
Dear EC)){ )(B)(T)

Thank you for your correspondence received on October 12, 2012 by the Department of Health
and Human Services, Office for Civil Rights (OCR).

We are in the process of reviewing your correspondence to decide whether OCR has authority and
is able to take action with respect to the matters you have raised. We will complete our initial
review as quickly as possible.

If you have any questions, please contact:

Office for Civil Rights, Region VI

1301 Young Street, Suite 1169

Dallas, TX 75202

1-800-368-1019

When contacting this office, please remember to include the transaction number that we have
given your file. That number is located in the upper left-hand corner of this letter.

SCeBn

Sincerely,

Ralph D.*Rouse
Regional Manager

Assigned to CV




5
i Voice - (214) 767-3919, (800) 3681019 TDD - (214) 767-3940 Office for Civil Rights, Region VI
% FAX - (214) 767-0432 hap//wwwhhs. gov/ocr/ 1301 Young Street, Suite 1169

' ( DEPARTMENT OF HEALTH & HUMAN SERVICES OFFICE OF THE SECRETARY
Dallas, TX 75202

Tz

OCT 24 2012

(b)(B);,(bXTHC)

VP of Medical Compliance
Administrative Offices

Planned Parenthood of Greater Texas
201 B East Ben White

Building B

Austin, Texas 78704

Re: Transaction Number: 13-149897
Deaf(b)(6),(b)(T)C)

On October 12, 2012, the U.S. Department of Health and Human Services (HHS), Office for
Civil Rights (OCR), Region VI received a complaint alleging that Planned Parenthood of Greater
Texas, the covered entity, located at 3500 S. Broadway Avenue, Tyler, Texas violated the
Federal Standards for Privacy of Individually Identifiable Health Information (45 C.F.R. Parts
160 and 164, Subparts A and E, the Privacy Rule). Specifically, the complainant alleged that, on
September 24, 2012, he received a misdirected fax to his residential fax number from Planned
Parenthood of Greater Texas that contained the Protected Health Information (PHI) of another
individual. This allegation could reflect a violation of 45 C.F.R. §§ 164.502(a) and 164.530(c).

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces Federal
civil rights laws which prohibit discrimination in the delivery of health and human services
because of race, color, national origin, disability, age, and under certain circumstances, sex and
religion.

Generally, the Privacy Rule permits a covered entity to make disclosures of protected health
information (PHI) for a permitted purpose, through a variety of means, such as by mail or
facsimile machine, as long as the covered entity, when doing so, uses reasonable and appropriate
administrative, technical, and physical safeguards to protect the privacy of the PHI. See 45
C.F.R. § 164.502(a). These safeguards may vary depending on the mode of communication
used. For example, when faxing PHI to a telephone number that is not used regularly, a
reasonable safeguard may involve a covered entity first confirming the fax number with the
intended recipient of the fax.



[n this matter, the complainant alleged that PHI was impermissibly disclosed by fax. Pursuant to
its authority under 45 C.F.R. §§ 160.304(a) and (b), OCR has determined to resolve this matter
informally through the provision of technical assistance to Planned Parenthood of Greater Texas.
To that end, OCR has enclosed a checklist of reminders on how to safely use the mail or fax
machines when sending PHI.

You are encouraged to review these materials closely and to share them with your staff as part of
the Health Insurance Portability and Accountability Act (HIPAA) training you provide to your
workforce. You are also encouraged to assess and determine whether there may have been an
incident of noncompliance as alleged by the complainant in this matter, and, if so, to take the
steps necessary to ensure such noncompliance does not occur in the future. Please contact OCR
if you need further information regarding the allegations in this matter. Should OCR receive a
similar allegation of noncompliance against Planned Parenthood of Greater Texas in the future,
OCR may initiate a formal investigation of that matter.

Based on the foregoing, OCR is closing this case without further action, effective the date of this
letter. OCR’s determination as stated in this letter applies only to the allegations in this
complaint that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a request,
we will make every effort, as permitted by law, to protect information that identifies individuals
or that, if released, could constitute a clearly unwarranted invasion of personal privacy.

If you have any questions regarding this matter, please contact Cecilia Velastegui, Investigator, at
(214) 767-3919 or by email cecilia.velastegui@hhs.gov.

Sincerely,

Ralph D. Rou

@‘ Regional Manager

Enclosure: Checklist



May a physician’s office or health plan use mail or fax to
send patient medical information?

Yes. Where the Privacy Rule allows covered health care providers, health plans, or health care
clearinghouses to share protected health information with another organization or with the
individual, they may use a variety of means to deliver the information, as long as they use
reasonable safeguards when doing so. When the communications are in writing, the patient
information may be sent by mail, fax, or other means of reliable delivery.

The Privacy Rule requires that covered entities apply reasonable safeguards when making these
communications to protect the patient information from inappropriate use or disclosure to
unauthorized persons. These safeguards will vary depending on the mode of communication
used. For example, when mailing patient information, reasonable safeguards would include
checking to see that the name and address of the recipient are correct and current and that only
the minimum amount of patient information is showing on the cutside of the envelope to ensure
proper delivery to the intended recipient. When faxing protected health information to a
telephone number that is not regularly used, a reasonable safeguard would include first
confirming the fax number with the intended recipient. Similarly, a covered entity may pre-
program frequently used numbers directly into the fax machine to avoid misdirecting the
information to someone who is not the intended recipient.

The following checklists provide guidance on reasonable safeguards that a covered health care
provider, health plan, or health care clearinghouse may put in place to protect patient information
from being impermissibly disclosed during (1) mailing and (2) faxing.

See 45 C.F.R. § 164.530(c).

MAILING CHECKLIST

[_] | Carefully check name and address of intended recipient. Many names are similar;
make sure you have the correct name for the intended recipient on the envelope.
Make sure the address on the envelope matches the correct address of the intended
recipient,.

[ | Carefully check the contents of the envelope before sealing. Make sure the contents
may be permissibly disclosed to the intended recipient or properly relate to the
individual. Check all pages to make sure records or material related to other
individuals are not mistakenly included in the envelope.

[] | Check the information showing on the outside of the envelope or through the address
window. Make sure identifying information that is not necessary to ensure proper
delivery is not disclosed.

L1 | when doing mass mailings, do a test run to ensure the system is properly performing
and check at least a sample of the mailings for the accuracy of name and address of
the intended recipients and the correct contents, as indicated above, before sending.

Ll | Have policies and procedures in place to safeguard protected health information that is
mailed, including processes to act promptly on (1) name and address changes to
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Voice - (214) 767-3919, (800) 368-1019 TDD - (214} 767-8940 Office for Givil Rights, Region VI
FAX - (214) 767-0432 haps//wwrwhbs.gov/oct/ 1301 Young Street, Suite 1169
Dallas, TX 75202
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"y’ {é DEPARTMENT OF HEALTH & HUMAN SERVICES OFFICE OF THE SECRETARY

OCT 24 2022

(b)(B);,(bXTHC)

Transaction Number: 13-149897

Deay (P)E)0)T)C)

On October 12, 2012, the U.S. Department of Health and Human Services (HHS), Office for
Civil Rights (OCR), Region VI received your complaint alleging that Planned Parenthood of
Greater Texas (Planned Parenthood) violated the Federal Standards for Privacy of Individually
Identifiable Health Information (45 C.F.R. Parts 160 and 164, Subparts A and E, the Privacy
Rule). Specifically, you alleged that on September 24, 2012, you received a misdirected fax to
your residential fax number from Planned Parenthood containing the Protected Health
Information (PHI} of another individual. This allegation could reflect a violation of 45 C.F.R. §§
164.502(a) and 164.530(c).

Thank you for bringing this matter to OCR’s attention. Your complaint plays an integral part in
OCR’s enforcement efforts.

OCR enforces the Privacy, Security, and Breach Notification Rules, and also enforces Federal
civil rights laws which prohibit discrimination in the delivery of health and human services
because of race, color, national origin, disability, age, and under certain circumstances, sex and
religion.

The Privacy Rule allows health care providers and health plans to share protected health
information (PHI) for permitted purposes using the mail or fax, as long as they use reasonable
and appropriate administrative, technical, and physical safeguards to protect the privacy of the
PHI. Sec 45 C.F.R. § 164.502(a). These safeguards may vary depending on the mode of
communication used. For example, when faxing PHI to a telephone number that is not used
regularly, a reasonable safeguard may involve a covered entity first confirming the fax number
with the intended recipient of the fax,



We have carefully reviewed your complaint against Planned Parenthood and have determined to
resolve this matter informally through the provision of technical assistance to Planned
Parenthood. Should OCR receive a similar allegation of noncompliance against Planned
Parenthood in the future, OCR may initiate a formal investigation of that matter.

Based on the foregoing, OCR is closing this case without further action, effective the date of this
letter. OCR’s determination as stated in this letter applies only to the allegations in this
complaint that were reviewed by OCR.

Under the Freedom of Information Act, we may be required to release this letter and other
information about this case upon request by the public. In the event OCR receives such a request,
we will make every effort, as permitted by law, to protect information that identifies individuals
or that, if released, could constitute a clearly unwarranted invasion of personal privacy.

If you have any questions regarding this matter, please contact Cecilia Velastegui, Investigator, at
(214) 767-3919 (Voice) or email address cecilia.velastegui@hhs.gov.

&?\ Regional Manager
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From:PPAZ Glendale Front

WWW.ppaz.org

@ Planned Parenthood

Arizona FAX TRANSMITTAL

Date: n / \3’ . Fax No.:-(Lﬂ 6) L/‘s?’ '8689
| To: H lC«”ﬁﬁi_ Z_Ebz No. of pages: q {including cover)

From: Glendale Phone No.:

conmens O Crplaal” Yol
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(b)(B);,(bXTHC)
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. b ] peiv/iege of confiden j virtue
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defwor & 1 the named reciplent, any uee, disgemination, distribution or capying of thiy communication ia strictly prohibld. ha faible to
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From:PPAZ Glendale Front ' 623937_3014 11/13/2012 14:05 #268 P.00D2/009

ey, ) Farn Aperoved; OME No. 0690-028%
P’ DEPARTMENT OF HEALTH AND HUMAN SERVICES e OME Staamar on Rerarse.
§ C OFFICE FOR CIVIL RIGHTS (OCR) -
%
P HEALTH INFORMATION PRIVACY COMPLAINT
YOUR FIRST NAME YOUR LAST NAME
©)(6),0)(7) ©)E) 0)
HOME PHONME (Pleaee include ares coda) . WORK PHONE (Pleass inciude area code)
®)E),B)7IC) ©)(6),0)
STREET ADDRESS CIrY
©)(6),0)(7)(C) DGO
STATE i E-MAIL ADDRESS (If avallable)
[EI (b)©).B)(7)(C)
Ara you filing this complaint for sgomeone vise? [Jyes EINe
If Yes, whosea health information privacy righls do you balieve were violated?
FIRST NAME LAST NAME

Who (or what agency or organization, e.g., provider, health plan) do you believa vialated your {or someone else's) health
information privacy rights or committed another violation of the Privacy Rule?
PERSON / AGENCY ! ORGANIZATION

Ptanned Parcnihoed of Arizone
STREET ADDRESS CITY
565§ N. Ttk St Stz 105 Phoenix
STATE ZIP PHONE {Please inddude area code)
Arizona $5,014 +1(602) 277-7526
Whan do you balieve that the viclation of health informalion privacy rights ocourred?
LIST DATE(S)

Novemnber 9, 20212

Describe briefly what happened, How and why do you believe your {or somecne else’s) health infarmation privacy rights were
vioiated, or the privacy rule otherwise was viclated? Pleasa be as spacific as possible. (Atlach additional pages as needed)

Om Friday, November 9, 20121 (5 () (7 |the Director of Operational Standards, caime 1 the Glendale Health Center {Planned Parenthood AZ) to obiain my medical
records. [ was rot notified of this ZcTion anc was never agked 10 sign 6 record release authorization for my employer to cbiain iy Protected Health Informarion. To my
undesstanding[[) (71 Jwas given directions from her supecor{ 1y 1 | v Director of Health Cemer Management and[(0)(6):(b)  he Chief Operatimg Offiees.
Alsa, o my knowledge the Humen Resources Direcior wos 2lso invohed — e

As o nesuly jewed and copied iy medical records and lef the center with the records in her possession. To this point 1 have no knowledgs of how my meticat
records were ugsed, how many people had access to them, and if they were aliered in amy way. | feel thal my rights were violaled and my PHI was compromised. My
employer had o business viewing my personal medical records for any reason witheut my wrilien aulhorization.

Blzase sign 3 compl ol de not need T #ign I submitting this form by ¢enail hecd b SUBMEINEIon by email reprvsenls youT signature.
SIGNATURE [(0)(B),(0)(7)(C) DATE (mm/ddAyyy)

11 )18/12-

Filing a complaint with OCR iz voluntary, However, without the infarmation requested above, OCR /ay be Ainable 1o proceed with your
complaint. We collec! this Information under autherity of the Privacy Rule issued pursuant to the Health insurance Port ability and
Accountability Act of 1596. We will use the information you provide to determine if we have jurisdiction and, if so, how we will process your
complaint. Informalion submitted on this form ie treated confidentially and is proteciad under the provisions of the Privacy Act of 1074,
Names or gther identifying information aboud individuals are disciosed when it is necessary for Investigation of possibla hesith information
privacy viclations, for internal syslems cperations, ar fof routine uses, which indude disclosure of information oulside the Department for
purposes assaclated with health information privecy compliance and as permitted by Jaw. [t is illegal for & covered entily to intimidale,
threatsn, cwerce, digcriminate or retakate against you for filing lis complaint or for taking any other aciion to enforce your righta under the
Privagy Rue, You areé not required to use this form. You aisoc may write a letier or submit a compiaint electronically with the same
information. To submit an electronic complainl, go to OCR's Web she at wanw.hlis.goviesrinrlvacy/blnaafcomplaimsAndex.btmi. To
mail a eomplzint see reverse page for OCR Regional addresses.
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The remaining infarmation on this form is oplional. Failura to answer these voluntary
guastions will not affect OCR's decision 1o process your complaint

Do you need special accommodations for GGR 10 communicale with you about this complalnt? (Check all That apply)

[} Brafte [ Large Print [] Cassette tape [] Computer diskete ] Etectronic mait OToo
[ stan language interpreter (spectty language):
D Forgign language interpreler (spedlly language): El Other:

K we cannot reach you direcily, is there someone we can contact 1o help us reach you?
FIRST NAME LAST NAME

HOME PHONE {Plzase include area code) WORK PHONE (Please include area code)

STREET ADDRESS CITY

STATE 2P

E-MAIL ADDRESS {if avallable)

Have you fied your complaint anywhare else? !-f so, please provide the following. (Attach agditional pages as needed)
PERSON f AGENCY / DRGANIZATION / COURT NAME(S}

DATE(S) FILER

CASE NUMBER(S) (If known)

o help us better serve the public, pleage provide the following information for the pergon you belleve had thelr health

information privacy rights violated [you or the person on whose behalf you are filing).
RACE {sedact ona or mone)
] American Indian or Alagka Natve [ ] Aslan

[x] Black or Adican Amarican
PRIMARY LAHGUAGE SPOKEN (i ather then English}

ETHNICITY (selacl ona)
[] Hispanic or Latino

[[] Mot Hespanic or Latina

[ while

[] Native: Hawalian or Otner Padific lslander
[] Other (specity):

How did you leam about the Office for Givil Righta 7
D HHS Website'ntemet Search D Family/Friend/Associale DREIiQiOH&‘COﬂ'II‘I‘IUﬂﬂV Org D LawyeriLegat Drg D Phone Direcipry D Emplayer

[[] FediStatelLacal Gov

[[] Heatikcare ProvideriHaalth Plan

[ ConferencefOCR Broctwre [ Other {spacify):

Tomaila compiaint, please type or print, and return completed complaint to the Ocﬁeglonal Address based on the region
where the alleged violation took place. if you need assisfance completing this form, contact the appropriate reglon listed below.

Reglen | - CT, ME, MA, NH, RI, VT
Office for Civil Rights, DHHS
JFK Faderal Buiking - Room 1875
Bosion, MA 02203
{617) 565-1340; (617) 565-1343 (TDD}
(617) 565-3809 FAX

Reglon V- IL, IN, M, MN, OH, Wi
Oifice for Civil Rights, DHHS
233 N. Michigan Ave. - Suite 240
Chicago, IL. 80801
{312} BAG-2358; {312) 353-5693 (TDD)
{312} BA6-1807 FAX

Reglon Il - NJ, NY, PR, V1
Ofice kar Civil Righls, DHHS
25 Fexeral Plaza - Suite 3312
New York, NY 10278
(212) 264.3313; (212) 264-2355 (TDD}
(212) 264-3029 FAX

Reglon VI- AR, LA, N, OK, TX
Offica far Civ! Rights, DHHS
1301 Young Straet - Sulte 1169
Dabas, TX 75202
(214} 767-4058; (214) 767-8840 (TDD)
{214} 767-0432 FAX

Regicn lll - DE, DC, MO, PA, VA, WV
Office for Civil Rights, DHHS
150 §. Indepandence Mall Wes! - Suite 372
Philadelphia, PA 13108-3499
{215) 864-4441; (215} BB1-4440 (TTID)
(215) 8614437 FAX

Reglon Vil - 1A, KS, MO, NE
Office for Civil Righle, DHHS
601 Easl 1Zth Street - Room 248
Kansas City, MO 54108
(B16) 426-T277; (816) 426-7065 (TDD)
{616) 426-3586 FAX,

Replon IX - AZ, CA, HL, NV, AS, GU),
The U.5. Afflliated Pacific island Jivlsdictions
Office for Civil Rights, DHHS
30 7ih Streat, Sulle 4.100
San Francisco, CA 34103
{415} 427-8310; (415) 437-8311 {TDD)
{415} 437.8329 FAX

Reglon IV - AL, FL, GA, KY, MiS, NC, SC, TN
Office far Civil Rights, DHHE
§1 Forsyth Street, SW. - Suile 18T70
Allanta, GA 30303-8009
{404) 562.7086; {404) 562-7884 (TDD)
(4D4) 562-7881 FAX

Region Vill - CO, MT, ND, D, UT, WY
Office fav Civil Rights, DHHS
535 18th Street, Suite 417
Denver, CO B0202
(303) 844-2024; (303) £44-3430 (TDD}
{303) 844-2025 FAX

Region X « AK, ID, OR, WA
Office for Civll Rights, DHHS
2201 Sixth Avenus - Mail Slop RX-11
Seatlle, WA, 98121
{208} 815-2290; {206) 815-225 (TDD)
(208} B15.2297 FAX

Burden Statement

Public repodiing burden for the callection of infarmation on this complaint farm Is astimatled 1o average 45 minutes per response, including the lime kor reviewing
nstructions, gathering the data needed and entering and reviewing the infomizlion on the completed complaint form. An agency may not canducl or sponsor,
and a person is not required 1o respand 10, 8 collection of informetian unless i displays e valid contrel humber, Send comments regarding this burden astimale
or any ather aspect of this cotection of Information, including suggeslions for raducing this burden, te: HHS/CS Reports Ciearance Cfficar, Office of information

Resources Managemenl, 200 Independence Ava. S W, Room 531H, \Washingtan, B.C. 20201, Please do not rmail this complaint fotm io this address,
HHS-700 (7/09) (BACK)
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COMPLAINANT CONSENT FORM

The Department of Health and Human Services’ (HHS) Office for Civil Rights (OCR)
has the authority to coliect and receive material and information about you, including
personnel and medical records, which are relevant to its investigation of your complaint.

To investigate your complaint, OCR may need to reveal your identity or identifying
inforination about you to persons at the entity or agency under investigation or to other
persons, agencies, or entities.

The Privacy Act of 1974 protects certain federal records that contain personally identifiable
information about you and, with your consent, allows OCR to use your name or other
personat information, if necessary, to investigate your complaint,

Consent is voluntary, and it is not always needed in order to investigate your complaint;
however, failure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case.

Additionally, OCR may disclose information, including medical records and other personal
information, which it has gathered during the course of its investigation in order to comply
with a request under the Freedom of Information Act (FOIA) and may refer your complaint
to another appropriate agency.

Under FOIA, OCR may be required to release information regarding the investigation of
your complaint; however, we will make every effort, as permitted by law, to protect
information that identifies individuals or that, if released, could constitute a clearly
unwarranied invasion of personal privacy.

Please read and review the documents entitled, Notice 1o Complaingiis end Oiler

“ersonol Inforination in Complaint Investigarions for further information regarding bow

OCR may obtain, use, and disclose your information while investigating your complaint.

In order to expedite the investigation of your complaint if it is accepted by QCR,
please read, sign, and return one copy of this consent form to OCR with your
complaint, Please make one copy for your records.

*  Asacomplainant; | understand that in the course of the investigation of my
complaint it may become necessary for OCR to reveal my identity or identifying
information about me to persons at the entity or agency under investigation or to
other persons, agencies, or entities.

Complaimt Consent Form Page 1 qf 2
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+ 1 am also aware of the obligations of OCR to honor requests under the Freedom of
Information Act (FOIA). I understand that it may be necessary for OCR to disclose
information, including personally identifying information, which it has gathered as
part of its investigation of my complaint.

+  Inaddition, I understand that as a complainant I am covered by the Department of
Health and Human Services’ (HHS) regulations which protect any individual from
being intimidated, threatened, coerced, retaliated against, or discriminated against
becanse he/she has made a complaint, testified, assisted, or participated in any
manner in any mediation, investigation, hearing, proceeding, or other part of HHS®
investigation, conciliation, or enforcement process.

After reading the above information, please check ONLY ONE of the Tollowing boxes:

CONSENT: 1 have read, understand, and agree to the above and give permission
to OCR to reveal my identity or identifying information about me in my case file to
persons at the entity or agency under investigation or to other relevant persons, agencies,
or entities during any part of HHS’ investigation, conciliation, or enforcement process.

l:l CONSENT DENIED: [ have read and I understand the above and do not give
permission to OCR to reveal my identity or identifying information about ne. 1
understand that this denial of consent is likely 10 impede the investigation of my
complaint and may result in closure of Lhe investigation.

(b)(B);,(bXTHC)

Signature: Date: // /’3} I/J\

*leuse g o0t i CompiNnt. Ve o ncat seval tea sign if sahmibting this farm by email f Amfhsinn by eail rep ponr 1l

'/ e
I{b){ﬁ);{b){ﬂ{c) |

Naime (Please print)

Address: [(®)(E):(0)(7)C) |

(0)(6);(b)T)C)
Telephone Number:

Coenplains Content Form Page 2 of 2
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NOTICE TO COMPLAINANTS AND OTHER
INDIVIDUALS ASKED TO SUPPLY INFORMATION
TO THE OFFICE FOR CIVIL RIGHTS

Privacy Act
The Privacy Act of 1974 (5 U.S.C. §552a) requires OCR lo notify individuals whom it
asks to supply information that:

— OCR is anthorized to solicit information under:

(i) Federal laws barring discrimination by recipients of Federal financial assistance on
grounds of race, color, national origin, disability, age, sex, refigion under programs and
activities receiving Federal financial assistance from the U.S. Department of Health and
Human Services (HHS), including, but not limited to, Title V1 of the Civil Rights Act of
1964 (42 U.S.C. §2000d et seq.), Section 504 of the Rehabilitation Act of 1973 (29 US.C.
§794), the Ape Discrimination Act of 1975 (42 US.C. §610] et seq.), Title 1X of the
Education Amendments of 1972 (20 U.S.C. §1681 et seq.), and Sections 794 and 855 of
the Public Health Service Act (42 U.S.C. §§295m and 296g);

(ii) Titles V1 and X VI of the Public Health Service Act (42 U.S.C. §§291 et seq, and 300s
et seq.) and 42 C.F.R. Part 124, Subpart G (Community Service obligations of Hil-
Burnon facilities);

(iii) 45 C.F.R. Part 85, as it implements Section 504 of the Rehabilitation Act in programs
conducted by HHS; and '

(iv) Title H of the Americans with Disabilities Act (42 U.S.C. §12131 et seq.) and
Departinent of Justice regulations at 28 C.F.R. Part 35, which give HHS "designated
agency” authority to investigate and resolve disability discrimination complaints against
certain public entities, defined as health and service agencies of state and local
governments, regardless of whether they receive federal financial assistance.

(v) The Standards for the Privacy of Individuaily ldentifiable Health Information {The
Privacy Rule) at 45 C.F.R. Parl 160 and Subparts A and E of Part 164, which enforce the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (42 U.S.C.
§1320d-2).

QOCR will request information for the purpose of determining and securing compliance
with the Federal laws listed above. Disclosure of this requested information to OCR by
individuals who are not recipients of federal financial assistance is voluntary; however,
even individuals who voluntarily disclose information are subject to prosecution and
penalties under 18 U.S.C. § 1001 for making false statements.

Additionally, although disclosure is voluntary for individuals who are not recipients of
federal financial assistance, failure to provide OCR with requesled information may
preclude OCR from making a compliance determination or enforcing the laws above.

Novice to Complainoms ard Otker Individuals Poge 1 of 2
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o (
OCR has the authority to disclose personal information collected during an investigation
without the individual's consent for the foliowing routine uses:

WEALTy
Pt

(i) to make disclosures to OCR contractors who are required to maintain Privacy Act
safeguards with respect to such records;

(ii) for disclosure to a congressional office from the record of an individual in response to
an inquiry made at the request of the individual:

(iii) to make disclosures to the Depariment of Justice to permit effective defense of
litigation; and

(iv) to make disclosures to the appropriate agency in the event that records maintained by
OCR to carry out its functions indicate a violation or potential violation of law.

“Under 5 U.S.C. §552a(k)(2) and the HHS Privacy Act regulations at 45 C.F.R. §5b.11
OCR complaint records have been exempted as investigatory material comnpiled for law
enforcement purposes from certain Privacy Act access, amendmient, correction and
notification requirements.

Freedom of Information Act
A complainant, the recipient or any member of the public may request release of OCR
records under the Freedom of Information Act (5 U.S.C. §552) (FOIA) and HHS

regulations at 45 C.F.R, Part 5.

i nd_False Statemenis
Federal law, at 18 U.S.C. §1001, authorizes prosecution and penalties of fine or

imprisonment for conviction of "whoever, in any matter within the jurisdiction of any
department or agency of the United States knowingly and willfully falsifies, conceals or
covers up by any trick, scheme, or device a material fact, or makes any false, fictitions or
fraudulent statements or representations or makes or uses any false writing or document
knowing the same to contain any false, fictitious, or fraudulent statement or entry",

Nolice o Complainants and Other Individuals Page Jof 2
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PROTECTING PERSONAL INFORMATION IN
COMPLAINT INVESTIGATIONS

To investigate your complaint, the Department of Health and Human Services’ (HHS)
Office for Civil Rights (OCR) will collect information from different sources. Depending
on the type of complaint, we may need to get copics of your medical tecords, or other
information that is personal to you. This Fact Sheet explains how OCR protects your
personal information that is part of your case file.

HOW DOES OCR PROTECT MY PERSONAL INFORMATION?

OCR is required by law to protect your personal information. The Privacy Act of 1974
protects Federal records about an individual containing personally identifiable information,
including, but not limited to, the individual’s medica) history, education, financial
transactions, and criminal or employment history that contains an individual’s name or
other identifying information.

Because of the Privacy Act, OCR will use your name or other personal information with a
signed consent and only when it is necessary to complete the investigation of your
complaint or to enforce civil rights laws or when it is othcrwise permitted by law.

Consent is voluntary, and it is not always nesded in order to investigate your complaint;
however, faflure to give consent is likely to impede the investigation of your complaint
and may result in the closure of your case,

CANTSEE MY OCR FILE?

Under the Freedom of Information Act (FOIA), you can request a copy of your case file
once your case has been closed; however, OCR can withhold information from you in
order to protect the identities of witnesses and other sources of information,

CAN OCR GIVE MY FILE TO ANY ONE ELSE?

Ifa complaint indicates a violation or a potential violation of law, OCR can refer the
complaint to another appropriate agency without your permission.

If you file a complaint with OCR, and we decide we cannot help you, we may refer your
complaint fo another agency such as the Department of Justice.

CAN ANYONE ELSE SEE THE INFORMATION IN MY FILE?

Access (0 OCR’s files and records is controlled by the Freedom of Information Act
(FOIA). Under FOIA, OCR may be required to release information about this case upon
public request. In the event that OCR receives such a request, we will make every effort,

Protecting Personal Infarmation Foge fof 2
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ot RLhany,

as permitted by law, to protect information that identifies individuals, or that, if released,
could constitute a clearly unwarranted invasion ol personal privacy.

IFOCR receives protected health information about you in connection with a HIPAA
Privacy Rule investigation or compliance review, we wili only share this information with
individuals outside of HHS if necessary for our compliance efforts or if we are required to
do 50 by another law,

DOES IT COST ANYTHING FOR ME (OR SOMEONE ELSE) TO OBTAIN A
COPY OF MY FILE?

In most cases, the first two hours spent searching for document(s) you request under the
Freedom of Information Act and the first 100 pages are free. Additional search time or
copying time may result in a cost for which you will be responsible. If you wish to limit
the search time and number of pages to a maximum of two hours and 160G pages; please
specify this in your request. You may also set a specific cost limit, for example, cost not
to exceed $100.00.

If you have any questions about this complaint and consent package,
Please contact OCR at hiyp:/Avww, hivs. sovioer/ofGee/about/contaci usfindes Jiml

OR

Contact your OCR Regional Office
(see Regional Office contact information on page 2 of the Complaint Form)

Provecting Personal Informalion Poge 2of 2




11/13/2012 13:54 #267 P.001/009

Fron:PPAZ Glendale Front 6239373014

WwWw.ppar.org

w, flanned Parenthood’

rizona FAX TRANSMITTAL

Date: l]/\’&,l e Fax No.:-(‘ﬁ'ﬂ 5) L/S?'-gaa‘}
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Form Appecwad: ORI Mo, 0R90-0209
f"m" DEPARTMENT OF HEALTH AND HUMAN SERVICES flon OUE Sixtamurt on Raverss,
i C OFFICE FOR CIVIL RIGHTS (OCR)
5“%._ HEALTH INFORMATION PRIVACY COMPLAINT
YOUR FIRST NAME VOUR LAST NAME
(b)(6).(b) [®E).ET
HOME PHONE (Please nclude area code) WORK PHONE (Please Include area code)
(0)(©6).0)(7) 0)(E.ENIC]
STREET ADDRESS CITY
®)E).0)7)(C) [Dy6rm ]
STATE 2IP E-MAIL ADDRESS {If available)
[BEe60] @ Deene ]
Are you f.iing this complaint for someone else? Yes [] o i
If Yas, whose health information privacy rights do you believe wers violaled?
FIRET NAME LAST NAME

Who (or what agency or organtzation, e.g., provider, health pian) do you believe violated your {or someone else's} healih
information privacy rights or committed another violation of the Privacy Rule?
PERSON / AGENCY / ORGANIZATION

Planned Parenthobd of Arizona

STREET ADDRESS CITY
5631 N. Mh St Sie 105 Phoenix

STATE o PHONE {Piease include area tode)
Azizona 85,014 +1 {602} 277-7526

When do you belleve that the violation of health Information privacy rights occurred?

LIST DATE(S}

November 9, 20212

Describe briefly what happened. Haw and why ¢o you believe your {or someone elsa’s) health information privacy rights were
violated, or the privacy rule otharwise was violated? Please be as specific as posaible. (Attech additional peges as needed)

On Friday, November 9, 2012,[(1)(6)(b)(7) |he Drireckx of Operatior2] Standards, came 1o the Glendnle Heahh Center {Planied Parenthaod AZ) v obwzin myv madical
records. | was not notified of s action and was never asked 1o sign a recard retease authorization for iny empieyer to obiain my Protecteq Health information, To my
undesstunding, /11 (&_Jwas given directions fFom her superors [y ]the Director of Health Cenger Management and [ (D )(6): (D) ( fhe Chief Operating OfTicer.
Al1o, 10 sy knowledge the Human Resoinces Director was also involved. .

As a resuit [(1)) () Fiewed and copied ny medical records and lef the centor with the zecords i her possession. To this point | have no knowledge of how my

recards were used, hiny many peaple kad acress ® them, and if they were alvered in any way. 1 foel that iy rights were vielated and my PHI was compromised. My
employes had ng busi iewing my T } medical records for any teason withoul my written authorization.

Flonss sign and 5m tﬁ cnmpﬁﬁ. $ou ﬁ nod mﬁ to sﬁn ﬁ subm m:ing ﬁ form by email bacautw submissian by smai repreaanks your stgnaur,

SIGNATURE OYE).BNTIC) DATE fmr/dafyyy)

A

Filing a complaint with OCR is voluntary. Howaver, without the Information requested above, OCR /ray be dinable to procesd with your
complaint, We collect this information under authority of the Privacy Rule issued pursuant to the Hea Ingurance Porl ability and
Accountabiity Act of 1996, We will use the information you provids to determine if we have juriediction and, if 50, how wa will process your
complainl Information submitted on this form is treated confidentialty and is protecled under tha provisions of the Privacy Acl of 1974,
Names or olher idenlifying information about individuals ane disclosed wher it is necessary for investigation of possible haakh informatian
privacy violations, for intemal syslema operations, or for routine uses, which incude disclosure of information outside the Departmeani for
purposes aasociated with health informetion privacy compliance and as permilied by law. It is illegal for a covered antity to intimidata,
threaten, coerce, discriminate or retaliate against you for filing this complaint or for taking any ether action to enforce your rights under the
Privacy Rule. You are not required to yse this form. You also may write a lelter or submit a complaint electronically with the same
information. To submit an electronic complaint, go ta OCR's Web site at: yerwelihs . gaviocrprivagvihinzaleomplaintafndex. him). To
mail a complaint see reverse page for OCR Regional addresses,

HHS-700 [7/05) (FRONT)

PAC Ul Hif ke EF




™ DEPARTMENT OF HEALTH & HUMAN SERVICES OFFICE OF THE SECRETARY

© \oice - (415) 4378310, (800} 388-1019 Qffice for Civil Rights, Region IX
C TDD - (415} 437-8311, (800} 537-7687 90 7th Street, 4100
r (FAX) - {415) 437-8329 San Francisco, CA 94103-6705
m http:/Awww.hhs aoviocr!
November 26, 2012
(b)(B);(b)7)C)

OCR Reference number: 13-151831

Dear (b)(B);,(bXTHC)

Thank you for your correspondence received on November 13, 2012 by the Department
of Health and Human Services, Office for Civil Rights (OCR).

We are in the process of reviewing your correspondence to decide whether OCR has
authority and is able to take action with respect to the matters you have raised. We will
conduct our initial review as quickly as possible, and will contact you when the review
has been completed.

If you have any questions, please contact:

Office for Civil Rights, Region IX
90 7th Street, 4-100

San Francisco, CA 94103-6705
(415) 437-8310

Sincerely,
A ———-
Michael Leoz

Regional Manager




SQUIRE c Squire Sandere-(US) LLP

SANDERS Ralivvhiidpiovalibe
0 +1 602 528 4600

T #4 602 253 8129
squiresanders.com

Lewmance J, Rosenfeld
T +1 B02 5254886
Jawmnce rosenfeld@squiresanders.com

August 5, 2013

VIA E-MAIL (SIBYLLE.OMALLEY@HHS.GOV), €

ONFIRMED BY U.S. MAIL

Sibylle O'Malley

Investigator _
Departmerit of Health. & Human- Bervices
‘Office of the Secretary

Office for Civil Rights, Region 1X

94 7th-8treet, Suite 4-100

San Francisce, GA 94103

Re: Complaint by ©)©).0)X7)C) BGR Transaction Number 13181831

Dear Ms. O'Malley:

Please be advised that this firm and undarsigned cou nsel represent Planned Parenthood
Arizona, In¢. with respect to the above referanced complaint filed by its former employee,
[©)6).B)7IC) an Movember 13, 2012, Please direct all further-communications related
to this matter to my atiention.

1. Background Infaermation

Planned Parenthood Arizona, Ine. (‘PPAZ" or the “Company”) & the iargest sexual
health organization in. Afizona, PPAZ serves more than 90,000 women, men, isens, and
parents Hrough health eare, ediication outreach, and advocacy efforts. Thie Company operates
13 health cemters statewide in Phoenix; Chandier; Glendale, Mesa, Scottsdale, Temps, Tucson,
Flagstaff, Prescott Vallsy, and Yima, Planned Parenthivod hesith centers offar a wide range of
education and health care services, including gynecological exams, birth eontral consultations
snd supplies, screening and treatment for sexually transmitted Infections: and reproductive
cdihcers, vactinations, abartions, pregnaricy testing and -counseling, and sexual health patient
consultation.

N,  PPAZ's Compliance With HIPAA

Health Insurance Portability and Acoountabliity Act {HIPAA®), as well as other federal and state:

laws proteciing patient privacy, PPAZ has developed and disseminated a policy and procedure
régarding the fimited permitted disclosiires of protected health infgrmation ("PHI") for treatment,
payment, ‘and healthcare operations, which paraltel and are consistent with the HIPAA privacy
regulations. See Exhibit 1; soe also, 45 C.F.R. § 164.508(a).

39 Ciffices In 9. Couritries | o | | .
$quirs: Sandsre: ({JS) LLP-Is parl of the inteynational legal-practica. Siuire Sanders. which gperates wostdwide through a number of
sopargte legal entities.

Pleuse visit squiresanders.com formone infermation.

As a covered heallfy care providey, PPAZ takes vary seriously fis obligations unger the.



Squire Sandars {US) LLP Sibylle UMakey
August 5, 2013

According to PPAZ's HIPAA permitted use:policy:

ﬁs aw_n purpose.s of Trea'_!;;nent F'Jayment or Health Ca_re Operatmns
without an individual's congert or other Autharizatign. [. . . ]

Under the final Modifications ta the Privacy Regulation, a grovider no
langer has to obtain written patient congent to use and discloge patiant
Health Information for its own Treatment, Payment, or Health Care
Operations. Use and digclosure of patient information for these purposes
is permitted. under the final Privacy Regulation and is referred to as
‘regulatery permigsion.” [, . . |

Health Care Operations include quality assessment and improvement

acﬁwtlas liceneing and cradenttall: of heal‘thcara pmfassmnals med:cat

.dltlgence in connectlcm with saie or transfer af assets fo a potentaal
suctessor in  interest; and creating ds-identified mfmnatron and
fundra’lﬁlng as allowable under @8 law. 45 C.F.R. [§] 164.501.1..

Covered Entities also must implement the: Mindmutr :

which requires, among other things, that it lim those: witﬁin the enttty whe
have aceess to an individuals Heatth Information, based an which
persons need dccess to sich infora _rcm in order 16 perform thair job
dities.

See id. (emphasis.added).

I additiorn, PPRAZ ré

tarly trains managers and staff on their abligations to protect and

| keep confidential the :PHI- of ite. paﬁents except as dtherwise permitiod ta be used consistent
with HIPAA exceptions.

g MR Y e s+ e
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. PPAZ's Review of [DE(O)NC) IClinical File For Authorized Billing and
Operationa Purposes.

PPAZ hired|(®)©).0)(7)C) to work as .a heaith center assistant at its Glendale,
Arizona health center. Her job responsibilities included providing general heaith and
contraceptive information to clients, assisting with medical pracedures, performing clerical
functions; and entering information from elinicians’ notes in patient charts into PPAZ's NextGen
billing system 1 order to support PPAZ's back-end patient billing process

PPAZ offars, as a fringe benefit to its employees, diespunt medical services (but not
medication ar suppligs). [DE.ONC) | like many of PPAZ'S employees, took advantage of
this employee benefit and received heafth care services from PPAZ  Her clinical chart was
subject to the same data security measurés as all other patients who receive health care at
PPAZ. 1h other words, no infermation frem ((0)6)(®)X7)(C) |clinical file was kept or
commingted with her parsonnel file.

In October 2012, PPAZ's billing department realized as part of its collection efforts that
[(0)6).(0)(7)(C) | had amassed a large, past-due balance on her heatth care charges. At the
time, [(£)(6).()(7)(C) |had accrued a substantial balance, including chargss of $1,178.00 on her
most recent visit along, which was well beyond the $200 arrearages limit thet PPAZ ordinarily
imposes before daclining fo provige additional, non-ernergency semvices. [(b)6).0)XN(C) |
high balafice was unusia!, as PPAZ employess wha recaive health care services at PRAZ are
ordinarlly frested as “prampt pay” petients, meaning that they are expected to pay any fees for
sefvices at the time that the-setvice is.rendered.

Other faciors stood out g unusual, gs well. Far example, a note appeared in PPAZL's
acocaunting. system retated to [£)6).B)7)C) | accouit, which [£)6).0)7)(C) [appears o
have entered herself on August 28, 2012, slating that she was authorized to make monthiy
paymerts on the balance using her credit card, and that it had been approved by a heaith
center employee. Furthérmore, [0)6).0)7)(C) | billing entries showed that stie. hadl been
prescrivad high-cost services and devices, such as heving an expensive intrautenne
contraceptive device (IUD) inserted, rather than having been prescribed lower-cost
pharmaceutical comtraceptive alternatives.

[®)(6),®)7)(C) | a member of PPAZ’s hilling departmient responsible for collecting
outstariding balanges frem PPAZ's glients, sent an e-mail to [©6).0)7)C) |PPAZ’s Director of
Human Resourcas, because she wes “toncarmed about the amount” of [)E):B)T)C) |
balsnce. See Exkihit 2. [PEODC) | confimed that she had not been aware of any
authprization permitiing [(£)©).0)7)(C) [fo deviate from Carhpany pelicy. After further inguiry,
B)E).B)7)(C) PPAZ's Director of Oparational Standards, ani|()©).0)7)(C) PPAZ's Chiaf

ating Uticer, also denied that they had approved any exception o the standard billing

whp, as Director of Operatignal Standards, is responsible for policy writing,
standardizing best practices at the administrative offices and health centers, providing oversight
on compliance, and conducting. onboarding and annual manager training en PPAZ's HIPAA
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policles,’ informed her colleagues that she was already scheduled to visit the @Giendale heaith
center to conduct training with [D)E.0)7)C) | the Glendale Cahfer Manager.? [(0)6).0)7 Joffered to
rétrigirg |(0)6).0)7)(C) clinical chart while she'was at the Glendale health eenier 8o that she,
on bekatf of PPAZ, could compére: it ta [DE).0)NC) | billing recards to try fo deterinine
whiether ahy member of PPAZ Admirisiration had authofized the extended payment schedule
and delinguent balance, and whether there was any justification for the high-coat treatments: that
had been pravided.

(0)6).0)7) |went to the Glendale heaith center on November 9, 2012. She asked[0) |

5 @10}t provide her with[EE)0)70) |patiznt chart. [0)6)0)7) |agreed, but could not
locate [0)6)0)7)(C) | ghart at first, as it was not in alphabefical order with other patient

charts. |{ )(6);(b)(7) ||'atar found it stashed in the file. cabinet out of place.

When [()6)0)(7 ] reviewed |©)6).0)7)C) kfart, she determined that there were a
number of irregularities in the charting and billing process:

o First, although not techrically a violation of PPAZ policy at the fime (it bas since
changed), [©)E).0)7)(C) | had been ftreated by |[©)6).0)7C) | an
opstetrician/gynecologist wha, at the tims, was the Medical Director of the Glendale
heatth center and the friost senior membar of the Glendale Meslth center's clinical staff.
Unkiiown to PPAZ at the time it hired her, [0)6).(0)(7)(C) | was close personal friends
and roummates with [(0)6).0)7)(C | before dnd throughout her employment at PPAZ,
including for the entire time that {(0)6).0)(7)(C) leported to, and was freated by, [©) | -

DE.0)

» A number of [(0)©)®)7)C) { )6).0)7C) were documented in her patient
chart, but wiere m_‘ 1 T 4 b)6).0)(7) |had preseribed madication for [(0)6] (@]
(b)(6),(b)(7)(C) {6 (b) {? could not find docurmentation: of a comresponding health care
-examinations and. visits been properly

visi/exa jon: Had the total number of patient
billed, {b){S)?{b){7){c) alatice would have beer g¢ven higherthan it was.

» [DEE7) |also learned that|®O.0))C) [had presctibed an IUD for [BYE)BXNC)

rlnan y, PRAZ will not prescribe an expensive: deyice or progedure such as an LD
(whlch costs between $975.00 glone, aven before the health care providers fees for
inseition) for a patient with a significarit balance when a less expensive, equally effective
.option (such as contraceptive pills or a barrier method of contraception) is available.

s Finally,|©)6).0)7) legrned that[0)E).0)7N(C) 1 had entered her own patient charges in
the bliiing systam, and bad signed her informed consent form both as the patiert and as
awitness reépresentative on behalf of PPAZ.

' 1h addition to delivering HiPM training, |0)6)0) has received ennual training on HIPAA compliance
since at léadt 2008, and previously was the medical records :superviser for Planned Parenthood's
operations.in Massachusetts. She has never been the subject of a-zamplaint regarding a patient privacy
violation.

DE)017) _F o langer employed by PPAZ,
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: Based on her review of[DOBIO) | slinical nha::,m confirmed that[® |
. [DEBNO _ed made the notation in er accourd regarding the extended payment plan without

. apihorization by PPAZ administrators, [(©6)0)_|firther determined that, mare likety than net, [0
~ [®)©)®0)had deviated from Company policy by providing costly hesith care treatment to her fiend

and reommate daaplte“b ®).()N(C) ﬁeiinquent bill payment..

made a photocapy: 6f[D0 OTC) |clinicat chart an‘d- left-the efiginal at the

e *:' il @anter Bhe broughl the photocopy dirgctly to [D)E.0MC) |in a sealed
then stored the Sesled envalope in a locked file cabinet in her office
as access to; where it remains — aeaied and locked —ta this moment,

which oniy ghe

' After|{ )(6).(0) had lsft the Glendale health oentea iE){SJ'{bJWJ told |(0)(6),(b)(7)(C) [that

©)E).0)  |had taken @ copy-of her megical chart. [DEEINC)_hen called and left a message for
D)B).O)T)C) statirLg that she- Believed that [5)6) o)) rewew and copying ofl{b (6).(0)(7)(C)
patient cha#t was a violation of HIFAA. [()6)0)(7)(C) lglso callad [0)6),0)X7)C)  [for the same
purpose.

[©©®®MC) ] turned the compiamts over to [0)6):0)N7)C) |PPAZ's Director of
y Management 'ch, who on November 12, 2012 ~ the very next
views. with percipient withesses. See Exhibit 3
MGl t pnwwgad communications).

Duging the investigation, |©)©).0)X7N(C) ktated fhat [0)6)0)7) | had approached her
about the passible HIPAA breach, and specfically that {b {6 {b had taken her patient chari.
Aﬂer hearing this, [()E).L)T)(C) lsaid that she called [(0)(6).0)7)( |(whose had resigried from

Oetober 2012) to ask whether it wes penmsmbie fur PPAZ to copy her patient chart,
Accoreﬁng e [(0)(6),(D)(7)(C) Htold |{b (8),(0) {7){0) |:l1at it waig not, and that damg 80
wds a breach of her HIPAA tights. [(6)6).0)7)(C) T [(0)(6) o)1) ( lthat she had retained a

civil rights aliofney because of the INCTAETTT.

Afer intervlewing additional witnesses, who verified that PPAZ anly obtained [0)6)
W clinical chart to investigste and audit apparent billing imegularities and policy
violations; [(0)(6).0)7)(|candided that PPAZ had not vialated HIPAA. And indeed, PPAZ had not.
Pursuant to Privacy Rule ragu%atmmsi the ‘Gompany ie permitted 10'use and discloge PHI in
connection with, infer alfe, paymient or health care operations.  Consistent with those
ragulations, (0)(6);(0) [raviewed.{£)6).0)(7)(C) batient chartfor ivo covered purposes:

1) Ingident to its efforts to obtaii réimbursement for the prowision of health
care, including, without limitaton, bilfing, collection activities, and review
of hiemfth cars services with respect to apprepriateness of care, anid

2y Insident fo its: heaEEh care operations, including intemal augiting; .and
ersuring compliance with Company bifing and service dalwery policies.

See 45 C.FR. §§ 164.501, 164.502(a)(1)(il); see also, Citizens for Health v. Leavitf, 428 F.3d
167, 173-74 (3rd Cir. 2005) (HIPAA’s privacy rule-allows uses and disclasures without patient
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consentfor treatmert, payment, ang healthcare operations — sescafled “routine uses”).

Mbreover, PPAZ toak reasonable sieps fo limit disclosure of |(0)6).0)7)C) | protected
health information to the minimum nscessary to accomphish the. intended purpose of the use.
Only[0)6).0)7) | whose job expressly includes compliance gnd rraintaining PPAZ's operational
standards, reviewed |(0)6).0)7)(C) |:¢hart, and she did so only to.determine the source of the

* irrepulsr billing and payment arangements. She then gave the only photocopy of [ _
| [mEmme Jelinical chartito [D@E).0)7C) Jih a séaled envelope to be locked in 8 personne
cabinet to which-only [£)E)0)7)C) |has access. See 45 C.F.R. § 164.501(bj{1).

Satisfied that PPAZ had complied with HIPAA's privacy rule,[D©).0)NC) _|and|®)©).0)7)
met in person with [£)6).E)7)C) bn Novembiar 18, 2012 and exgigined thet PPAZ had
congluded its investigation and determined that PPAZ had not violated her HIPAA privacy rights.
I{b {6 {b {7){0) | angrily disagreed, and mantioned the aftorney she purportedly had retained.
told |©)6).E)7)C) [#rat ber attorney was wekcome to contact PPAZ's outsids
olul; r: .' aiscuss the Company's-féasoning furiher, bt alie did not pursue the matter further.
[EXE)E7C) b voluntarily resigred from PPAZ on: January 4, 2013.%

Althiough PPAZ’s inuestigation did fet réveal any vislations. of [©)6).(0)(N(C) |privacy
rights under HIPAA, the Company nonethieless developed a plan of action to reinforee its HIPAA
policies and procsdures:

s First, the Company revised its policy-oh “Releasing Medical Records.” See Exhibit 4.

» Next, PPAZ ravised its “Heafth Care Vigit for Employegs Palicy,” such that employees
were required to schedule health care visfts.at health centers other than the one at which
they worked, in order to minitmize the passibifity that employees could tamper with their
own billing records and the nsk of employees coming in contact with their cowarkers’
health records. See Exhibit 5.

« PPRAZ also clarified that employees were prohibited from entering charges or adjusting
bliifng entrles on then‘ own accounts, and that theur bzlEi' i recards must jdentically
(b) |reviewed this policy

—performiance had been deficient far some time prior to Her resignation. She had been
the. sg TAMerous customer service complaints by patients, and had been freqijently observed
behavrr@ unpmfassiunalty at the health center, even in plain view of managers, apparently captatizing o
her pergonal friendship-with[(5)(6)0)7)(] '

* Your Jure 27, 2013 aarrespnndense reguests several categories ogumants. We have included
herewith 5 copy of PPAZS. HIPAA policias and procedures, 3 copy of the jivastigation notes, a copy of
the policis created and/or revised in light of the incident, and atditionel maiterial hetpful for the resolution
of the complaint. The rernaining categories of documants requestsd are not applicable.

® PPAZ also tlarffied that heaith care visits must be scheduled outekie of employess' working hours, as it
. @ppeared from reviewing[(b)(6).0)7)(C) |regords that she was recaiving medical treatment from |( (0) |
| [e)6) Jwithout *clociing out™ PPAZ also clarifisd thet employees who Teceive healfh. services at PPA
may not sign -and wilngss theit swn consent forms or other documents as both -a patient .and,
simuitaneousty, as a representative of PPAZ.

[ ot s R T Senegmras coume ougsgre s g - et fr— . g g 8
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at @ Manager's Meeting on Nevembar 27, 2012. See Exhibit 6.

This, evan though the Cermpany had complied in all fespeicts: with HIPAA, it nonetheless used
the opportunity to reinfores @nd refrain managers on petient privacy.

v, Conclusion

b)E).0XT) | vary Brief revigw of|(0)6),0)(7)(C) & complied in full with the Privagy and
Security Rute; as it was intended te aid in bill collection and to. audit intemal compliance with
Gompany pelicy. No p’erson oihar thar{D G017 has reviewsd [£)6).0)(7)C) |clinical chart,
(except, presuttiably, [(o in-the ¢aurse of delivering care), and her PHI is not reasonably
suscaptible to unauthonzad rewew by PPAZ employees, Accordingly, we respectfully reguest
that [(0)(6).0)(7)(C) | complaint be dismissed and no further action taken with respect thereto.

Enclosures
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PERMITTED DISCLOSURES for TREATMENT, PAYMENT
and HEALTHCARE OPERATIONS
Policy and Procedure

Policy; 7

Planned Parsnthood Arizona® mey use or distiose Health information for its own
purposes of Treatment, Payment or Health: Care Operations without an individual's
comsent-op ather Authorization as ouﬁhaﬂ In HIPAA Privacy Reguiationa [45 C.F.R,

164.506¢all.

- nthood Arfzona may use:or discloss Hmlzh Information for its.cwn
pUrposes ef 'i‘ma%sz%mf, ?ayment or Health Care Operationis. without an indiidual’s
; 1, it may also disclose Health.information:
ider for the Wa{m@n@t wﬁvitsgfat of that provider, or

fi}teanotﬁafc : .
abtaining the individusl's censent ar ather Aumoﬁza:ffan

Erp.’amﬂm

Under the finad Modiffcations to the Privacy Reguletion, 8 provider na longer has
to obtaln wiitten paﬂsnt cansaﬁf o use wd disclose patient Health Informetion for fs
Tr : -Operations. 1ise and disclosure of patiant
ﬁ:forméﬁm for these pwﬁ@s@s isnemnttad uridar the Binal Privecy Regulation and is
refarred O as “raguiatory permission;” Déspite-this regufaféﬁfgaémwsfon, providers ars
frae to abiain corisent for such pumeses if they so desire or othierwiss ediopt & more
stringent policy than the sample provided above.

“Patiant consent’ to use or disglose Heelih Information under the Frivacy
Raguiaﬂon Is sepemre and distinet fromr® infanmed consent’for a particular procedure or
Prvacy Ragufab‘m mfangw‘mandaﬁes the formier, informed consert
3 -be ob - F GEGOH _.caM!hPPFA M& Sfandam‘g
amf@ufdslmes Ammw ahove, & provider has re SHRHSSION (0 U
Hormabion for purposes of Trestment,. Pﬁjmentarbfaaiﬂam Crarations
Thess termz are-each defined and elplained below..

Treatment means” the provision, ¢ coorlination, or management of hegith care
and related s6rvices by one or more hea.’ﬂ't care providers, including the coerdination or
_management. of hiealth care by'a Beaith care pmwdw with & third party; consuftation
betwaen health care providers.refating to a palient; or the referrd of @ patient for heaith
¢are from.one health care pmwdwfu anothet? 45 C.F.R. 164501, While treatmentis

Platned Paranitiooo |s a registered sEnics mark of Piarined Parentioad Fetesmiion of Amerita, ino.
Canfiiential Propafiy of Planned Perentnood AZ
KIPAA foblcy 7
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ArAzeT1a _
genarally befween healthcare providers, keep in mind that treatment also Incitides the
“coordination or management of healflicare with a third party.” In othsr words, there
may be some instances where the Privacy Regulation will permit a disclostre to a third
party (& non-provider} so long as the third party Is providing healthcars to the patient.

The Final Reguiation also pecmits a Covered Entity lo disclose Health
information to another provider for Trealment purposss of ihe other provider. For
* example, a Coverad Entily may send'a copy of an indiwduefs medical recard fo &
specfalist who needs the information 1o treat e same dividual without first obtaining
that Individual’s congent. However, NYS law requires abtalfting tha indvidual's
permission for such a disclosure.

Payment means activities undertaken to abtain or provige relmbursement for the
provision of health-care. This may includs, bt Is not imited to; determinations of
eligiblity-or coverage; biling, claims tpenagement, and collection activitios; reviow of
Hoalthoara servives for medical necessity, appropriateness of care, or Justifcation of
charges; ulilization reviaw activities; and disclosyre of palient name and ¢ddress, dato
of birth, social security number, payient hisfory; account number, and narme and
address-of a health care provider to consumer reporting agencias. 45 C.F.R. 184.501.

A Covered Entity may disclose Health informetion fo ertother Covered Enfity for
that eatity's Paymant ectivities. The Minimum Necessary Ruls. (sae Policy & Procedure
12) applles to all disclasures of Information for Payment plirposes, and iha entie
medical record showld aot be disclosed for such purpeses. Only that information
necossary to process & particular claiin for payrment may logally be disclossd.
Additionally, a Caversd Entity mey disclose ioalth informalion to another Coverad
Entity for the payment activities of that otherenify. Agaln, state jaw must bs eonsiiited,
and if i requires patient consent or-atthorizalion bsfore sending Health Infarmetion fo a

payor or other entfly, such jaws musi.be folfowsd,

Health Care Operations incjude quality assessment and lmpravesent activitias,
feensing and credentialing of heglthtars professionals; medical review; Tegal services;
and audiling functions for fraud end abuse daiaction and compliance programa;
businaes menagement and gensral adiiinistrative activitles including, but nok Hmited to,
menagertient, customer service, resolution of iternal grievances, due difigence n
connéctich with sale or fransfar of assels-lo & palential successorin interast; anid
creating de-identifiad informeation, and fundralsing as allowable under the ew. 45
C.F.R. 164.807.

of Health infarmation can ocour, as i e/icompasses.a broad range of day-to-day hieaith
care bushisy and administrative aclivities, While the Privacy Regulation dugs riuf .
require patfert consentfor such uses and disclosures, tha Minimum Necessary Rufa
applies. Additionially, eny disclosures of Haalth Information to third parties necessary to
enabla them, to perform heslth cara aperation activities on behaif of a Caversd Entily

Health Care Operations is an aréa whete rhany permitted uses ‘and

Planned Parenthacd® s B regisiered serdos madk of Planned Parsnthood Federstion of Ampriza; inc.
‘Confidontiel Progarly of Fitneed Potanthoot AZ
HIPAAFolicy T
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. Ineidental uses and disciosures thet oesur asa:by-prodict of another pemiseitiia or

= =

ai - 7
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A rizo
Mgl the. Mfmmm'n Necessary Rula and the Business Assoclate provisians
(asa Poﬂay & Procedure 13) of the Privacy Regulation.

P Sortain

2l Uses and Disclosurss. The Privacy Regulation also permilts

required use or disciosure. Such usys and disclosures are limfted and cannot
reesonably be prevented. Many suth incidental disclosures oscur in the treatment
mtexf such as when somiscne overhears partof 8 provider's vonfidenttel conversation
ithar provider arpatient hegrs a patient's name caifed out in the wafling room,
ent’s name on @ sign-in sheet. Such incldental uses and
d provided the: Covered Entily has applied reasonable

aguards and It rted the Minkmum Necessary Standard, where applicabls, with

mapsdm ﬂra pmnasyus:a ardisclogure. See 45 C:FR 164. 592{3)( 1){#;;

: iy of
!ndude, for example, mrmg that treatinent
wherever passibls, that no- m&dfoaffn%ﬁnaﬂehﬁs mdm a aﬁnfc sig@,in simetand
that patiant charls ars.not feft open or unattended on'a prectifior or
The practice of piacing patient cherts in a box outside en é)fammm for rovisw by &
practitionier is perrnissible-under the Pdvacy Regulstion, providing certeln sefeguards
are observad, such as escorting noi-efmployess.ln the exam area or placing the chats
so thet tha. front cover g facing heckward.

Coversd Entilies also must impibmont the Minimum -Necessary Rule, whish
requires, armong ofher thinga, that it limit those within the entily who have Bceess fo an
individual's-Health infoimation, basad on which persans mesd accaess o such '
Infarmation in ordet to-perform their job duties. N such fimits dre - not I place, and
patient Heaith informetion Is viewed by those who do not need 1o see R:fe perform their
Job-duiles; any Intidental uses or disclosures ifiat result woulll bé dniewful urdey the

Privacy Regulation.

Planned Parenthocii® Ts § rgislerad service math.of Flanned Parentiood Faderation of Amésies, Ing.
Coumidanoal Propanty of Plssmeg Peaniteod AT
' HIPAA Poicy 7
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G_Iend;aie sfea-f;f memhe_r - |{b {6 B0 |

Interviewed all the staff tavalyed[©)© O)7)C) ' |
|{b){6);{b){?){c) | . .

Report prepered by:[BIEIEICT |

Potential Breach; IH filed a possible HIPAA privacy complaint on bebalf of her employee[®) |
belfeviés tier HIPAA privacy rights.had been viplsted hecause [ Jtook a copy of her medicat
record and transported it to HR.

Symmary df events: [(0)(6),(0)7)(C) [and[(®)(),®)7)(C) onudueted the interviews)

11,12,2012 ~ Interview with | (0)6).0)( | stated on 11.9:12.she was working at the heaith center
and laterin the day(() fame to her and sa id thiat | © |was meking a copy of her medical record

because “thay” wantad to review her medical record to:see if shie: qualified for same “funding”

for the services-she._r'eceived, o_ld at she thought this was illegal fa_ro access her
medical record without her consent. | (0)( | called|(b)(©).(0)(7 Hiwis tifries) and tald her what was
Ehappanlng and[(0)(6),0)(7 |tald herit was illegal for[p)(Je mahke access her medical records
withoit her permission.[©)_ktated she was confused as to wh {©) Warited & copy of her medical
record to reviaw, . (D) | stated she tatd .hat s lllegal for[(b)6) b Jto review afid copy her
regard without her consent. [0) Jtated fhat-lld her that[[) [placed a copy of her medical

record i1 bér bag-and than left.

Arigroximately 4:00pm{D) G ltated she called [)6). |o repart that she believed that her HIPAA
privacy rights had been violated when () .'na'de a céipy of her recotd and left the building with a
copy-of her medical, () | -stated that [(b) | .uted stre.apw hothing about what was.going on and as
far the pﬂssihility of a HiPAAw@iation she would have te talk with [ ‘tated .a:d she
would have[b) | -all her-an Monday when she retutned from PTO.

Approximateiy-4:30pm[p) tated she :aﬂed .nd feft her a message statingthat'she knew
she had made & copy.of F 2r medical record without Hér tonsent and she thought 5 was itlegal.

n'ateld not ¢all her back.

ated she la very wpset about this incident that oceurred on Friday the. g% [0)(]-stated she
was not awars of what was.going on and'was:goncerned about who-would be reviewing her
medical record.[B)(Jalso statid:sthe falt she was being “targeted bacause of (X6 0X1 (] She
said she did not think anything was unusua] about the services thatshe received and that her
paymerit plan was approved by[p) [©) tated ghe would be Fling a complaint-with the effice of
civil rights and also has sequred & ciwt nghts attqrney

CXL/HIPAAHIPAA Breach/Glendzle Novernber 2012



11,12,2012 - Interview with [0)6)0)7)( ] -[® Feported on11.9:12|(®) |uas at the center and was
loaking for{0) | medical record and could not find the. record. |(®| . asked why she needed[0)6)_|
medical recard. (] [0]proceeded to get the'medical recard whichshe stated was in the "to be-fited
back” segtion.of the medical recard cabinet. [0 stated that [o)jsaid she needed a copy of the
record to review because we have a “grant that pays for services” when patiermt.can’t afford a
patticular service (1UC’s something ;'l&ﬁf‘-st,atedéf't;haii 0) ktated th_a_'a-ntsdia.;mpy;oﬁhe
medieal record.

.tated she conducted a Google search for HIPAA compliance and detevmined that |f
wanted a copy of [D16)_nedical record she would have to have the consent ofmated she
told () | -thas making a copy of her medical record and that this was a hreach of her
HIPAA privacy rights.[o) tated she was goingto talk. wi*sh .beut this violation befare she left
GEEndale atthough- . pft with 2 copy of the medical record before she could talk with her.

[(0) Jtated she-emailed|() Jand toid her sheé needed )6 | consent before she could/take and or
review a copy of[0)6)._Jnedical record and that she:would give[b) | - HIPAA release form for her
to slgn. She also asked|®) | .:o contact [0)_|

11.12.12 — 1 spoke with [(0)6)(b) Jand she stated that she had planned o-n=ga-ﬁhg‘-out.w;talktn
about{(0)6). pccessing her-own account asid pasting.a payment to her batance, aithough went
hoene sick. She stated she did not ask{() o make 3 apy of[D)E) |medical record and bring Tt to
Adrministration. '

11.12.12 D) pnd | spake with [TTnd she stated that{T) psked her to get a copy of [P0 |
medical recard sitice she-was going to the Glentale office {not a quote}. [(b) filso stated she did

(b) psked her.why she needed

not say why she was miaking 2 copy of (P1C). hedical recard when(®
a capy of [(0)6). pedical record.

11.12.12 - | spoke with[®)_]nd she sated she did not kfiow what was going on Friday November

9% and she did not ask.c make a copy of edical record and bring it back to %

11-15(2ﬂ12 -

11,19.2012
investigation and Bas

e T et with [(0)6).0)  phared with[® |hat we have congiuded our
ag on our findings that-kar HIPAA: prlvacy rights were notviolated.

-lsoshareﬂ  with (o) 6 fhat we were conducting a billing:and.audit Investigation of all
employees’s who have received services-at PRAZ, and once the investigation is completed if
there'i¢ any information that misst be shared with her they will notify her,

6/9/11
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OMalley, Sibylle M. (HHS/OCR)

From: |{b){6);{b){7){c) |

Sent: Sunday, September 15, 2013 1:11 PM

To: OMalley, Sibylle M. (HHS/OCR)

Subject: Re: Your OCR Complaint against PP AZ (OCR # 13-151831)
Attachments: QCR.doc

Hello Ms. O'Malley,

I found it much easier to provide you with the answers to your questions on a document. I have attached the
following document for your review. Please let me know if you have further questions for me. Thank you in
advance for looking into this matter.

Respectfully,
(b)(®),

(AT AT el

On Tue, Sep 10, 2013 at 11:57 AM, OMalley, Sibylle M. (HHS/OCR) <Sibylle. OMalley(@hhs.gov> wrote:

Dear [PXOIETC) |

I have heard from PP AZ and received a lot of additional information. As a result, | have some questions for
you:

1. When did you start to work for PPAZ? - Please provide the date.

2. What was your job title? |

3.  What were your job duties?

4. Did you take advantage of PPAZ’s discount medical services for PPAZ employees?

5. If yes, please explain how that worked.

6. Did you input your own billing information?

7. Ifno, who did? — Please provide the name and contact information for the person who did.
8. Did you incur a large balance at PPAZ?

9. If yes, did you set up your own payment arrangement?



10. If no, who set up your payment arrangement? - Please provide the name and contact information for
the person who did.

1. Were you treated by your friend and roommate, a physician at PPAZ?
12. If yes, how long had you been her patient? — Please provide the date.
13. Are you still working for PPAZ?

14. If yes, did PPAZ change their policies since you filed this complaint?
15. If yes, please expla.iﬁ how.

16. If no, when was your last day at PPAZ? - Please provide the date,

17. Please feel free to add anything else you feel would be important for me to know in this
investigation.

Please provide me with the answers to the above questions by September 20, 2013.
Sincerely,

Sibylle M. O'Malley, Ph.D.

Equal Opportunity Specialist (Investigator)
U.S. Dept. of Health & Human Services
Office for Civil Rights, Region IX

90 7th Street, Suite 4-100

San Francisco, CA 94103-6705

Tel.: 415-437-8316

Fax: 415-437-8329

E-mail: Sibvlle,. OMalley@hhs.pov

Notice



This message (including any attachments) from the U.S. Department of Health and Human Services. Office for Civil Rights, contains information
that is PRIVILEGEIY and CONFIDENTEAL, If you are not an intended recipient, you are hereby notified that any dissemination of this message is
strictly prohibited. If you have received this message in crror, please do not read, copy or forward it. Please permanently delete all copies and

any attachments and notify the sender immediatety by reply e-mail.

Please be aware that ¢inail communication can be intercepted in transmission or misdirected, Your use of email 1o communicate individually
identifiable health information (ILIHI) and other sensitive or confidential information to us indicates that you acknowledge and accept the possible
risks associated with such communication. Please consider communicating any sensitive information by telephaone, fax or mail. if you do not wish to
have your information sent by email, please contact the sender immediately.



1. When did you start to work for PPAZ? — Please provide the date.
My first day employed at PPAZ was the end oI believe it was
(b)(6);(b)(T)C)

2. What was your job title? | was initially hired as a Per-Diem employee then later
became full time.

3. What were your job duties? Here is a list of my job duties.

Front office- data entry

Auditing and maintaining medical records

Greeting patients, answering incoming phone calls, and scheduling appointments with patients.
Collecting insurance co-payments and cash payments

Performed end of the day financial audits and account balancing

Handling all money transfers for the Health Center through personal bank deposits or
preparation for bank pick ups

Back office duties, including laboratory testing, vital signs, measuring height, weight, and blood
pressure, performed chemistrips, hematocrits and venipuncture.

Performing IM injections as directed, blood draws and collecting urine samples
Assisting M.D. during surgical abortion procedures

Instructing and reassuring patients prior to and during surgical procedures
Educating patients on post-surgical care and birth control methods

Preparing patient rooms with adequate supplies and broke down rooms at the end of clinic,
cleaning surgical rooms, maintaining the steriiization of all instruments and instrument packs
on an ongoing basis, providing education on a group and individual basis.

4. Did you take advantage of PPAZ’s discount medical services for PPAZ
employees? No I did not personally, but later the employee discount was added to my

account by[©)@). ]

5. If yes, please explain how that worked.

6. Did you input your own billing information? On the day in question, yes I did
enter my own billing information because on this same day, I was scheduled to work and

the position that I was assigned to that day was Check-Out.

7. If no, who did? — Please provide the name and contact information for the
person wbo did.

8. Did you incur a large balance at PPAZ? I currently have a balance at PPAZ.

9. Ifyes, did you set up your own payment arrangement? Yes, I set up a monthly
payment arrangement with in Billing.



10. If no, who set up your payment arrangement? - Please provide the name and
contact information for the person who did.

11. Were you treated by your friend and roommate, a physician at PPAZ? Yes.
12. If yes, how long had you heen her patient? — Please provide the date. I was only
her patient the day I received my IUD, on September 4™ or 11® not exacily sure of the
date . Qutside of that date, I was not treated by

13. Are you still working for PPAZ? No

14. If yes, did PPAZ change their policies since you filed this complaint?

15. If yes, please explain how.

16. If no, when was your last day at PPAZ? - Please provide the date. My last date
of employment was |{b){6);{b){7){c) |

17. Please feel free to add anything else you feel would be important for me to
know in this investigation. [ think it is important for you to know that the date/services
that are being questioned here still does not give PPAZ the rights to copy and transfer my
medical records without my permission. As a patient of PPAZ I have rights! I was lied to
as to why my records were being “audited”. I was told my records had been requested
from the finance department to be “audited” because there were “discrepancies” with my
chart and they did not need my permission to pull or copy my medical records for that. I
was never told that there was a specific service that they were concerned with until much
later. When I contacted the finance department to see if this was true, no one in finance
knew what I was talking about and [ was told there was no financial “audit” that they
were aware of. Also, [D6).®)7) | was NOT my first choice to go to as my medical
provider. I had been seeing the PA, [6)6),®)7)C) for ALL of my medical needs.
[®)E),E)7)(C) |tired twice to insert my [UD and was not successful. SHE
recomnmended that I go to because she usually can insert IUD’s into those
difficult patients without having any trouble. This is the reason my IUD was put in by
my “friend/roommate” who just so happened to be the Expert Medical Provider/VP of
Medical Affairs at PPAZ. Not because she was simply my friend and worked there, but
because she is an expert at what she does and in my case, I needed an expert to provide
me with the necessary services.

You asked me if I put in my own charges for the service that I received. The answer is
yes. Not because I was trying to manipulate anything. Why would I do that knowing that
everything I enter into the system has my name all over it! I entered my own charges b/c
that was my JOB for the day. I was assigned to do Check Out. It never occurred to me to
ask someone else to do it for me and even if I had, there was no other person there that
understood the financial part of the office so it would have done me no good. There was
NO policy stating that an employee CANNOT enter their own charges into the system,
so of course, I did not believe I was violating any rules or regulations. I also did not even



give myself the employee discount, which I could have if I was trying to lower my cost
in any way I charged myself the full amount that an IUD and insertion cost,
Again, I was not trying to get over on anyone. My initial payment arrangement was
agreed upon with my manager at the time, and later with billing, It
was much later that the employee discount was added to my account by[2)6.(]1 was not
even informed that this happened until I received my bill in the mail and noticed that
there were reduced charges. I immediately contacted in finance to see what the
issue was and why my charges had changed so much and it was then that [ was told that
management applied the new charges. I still have the invoices to prove it.

Something not mentioned here but I think is relevant is that I also did not clock myself
out while I was getting my insertion. This was not an intentional move on my part.
(b)©).(0) was the provider that day and I was fitted into her schedule as it became free.
Once she had a break between patients it was only then that I would be able to get my
IUD. When I was notified that she was ready for me, I just had someone cover my
position while I was gone so I could hurry up and get my services. It was NOT my
intention to “get paid” for having personal services done. It was really a spare of the
moment situation. This could have also been taken care of by management much sooner.
Taking an hour of pay away from me would not have been a problem had they just
communicated that to me. Also, there was NO policy stating that I needed to clock out.

Overall, I was lied to and my rights had been violated. When [©)®.007C)_|copied my
Personal Medical Records without my permission and left the medical clinic I don’t
know what she may have done during the time she left the clinic and my medical records
getting to whoever “requested” them. I am NOT sure that my medical records were not
altered in ANY way. I am NOT confident that my records were not manipulated to fit
PPAZ’s personal agenda. ALL of my records were copied not just the specific services
that is being questioned here. What does the rest of my medical records have to do with
this specific situation? I do have a copy of my medical records just in case something
doesn’t match up right. I would suggest comparing medical records with what they may
have provided to you and what my chart says.

Lastly, I loved my job a PPAZ and would have continued to work there had this not
happened to me. PPAZ’s management made it VERY difficult for me to function with
confidence at my job. I felt violated and disrespected as an employee and as a patient.
The lack of communication and respect was overwhelming therefore, I chose to leave. It
was a very hard decision for me but there was no way I was going to continue to work
for an agency that cares very little about their employees.

[ hope this information helps. If there is anything else you need from me, please feel free
to contact me at any time. Thank you!
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June 20, 2013

(b)B);(L)T)C)

Planned Parenthood of Arizona
5651 N. 7" Street
Phoenix, AZ 85014

OCR Reference Number: 13-151831

Please be advised that the Department of Health and Human Services (HHS), Office for Civil Rights
(OCR) received a complaint from [(©)6).0)7)(C) |(complainant), on November 13, 2012,
alleging that Planned Parenthood of Arizona (PPAZ; covered entity), at 5651 7" Street, Suite 105, in
Phoenix, is not in compliance with the Federal Standards for Privacy of Individually Identifiable
Health Information and/or the Security Standards for Protection of Electronic Protected Health
Information (45 C.F.R. Parts 160 and 164, Subparts A, C, and E, the Privacy and Security Rule).
Specifically, the complainant alleges that, on November 9, 2012, PPAZ, impermissibly, disclosed her
protected health information (PHI) to[(b)©)(b)7)C) |Director of Operational Standards, who had
come to the “Glendale Health Center” of PPAZ, and was given the complainant’s PHI without the
latter’s permission. This allegation could reflect a violation of 45 C.F.R. 164.502(a) (uses and
disclosure of protected health information: general rules).

OCR enforces the Privacy and Security Rule, and also enforces Federal civil rights laws that prohibit
discrimination in the delivery of health and human services because of race, color, national origin,
disability, age, and, under certain circumstances, sex and religion.

OCR is responsible for enforcing the Privacy and Security Rule as they apply to “covered entities.”
Covered entities include health care clearinghouses, health plans, and health care providers that
transmit health information in electronic form in connection with a transaction for which HHS has
adopted standards. See 45 C.F.R. Part 162.

To learn more about what types of providers are covered entities, please go to
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/index.html and click on
“Are You a Covered Entity?” You can also find helpful information about the Privacy and Security
Rule on OCR’s website, www.hhs.gov/ocr/privacy/index.html. Among other things, the website will
lead you to a summary of the Privacy and Security Rule, and answers to hundreds of frequently
asked questions. If you do not have access to the Internet, you may also obtain additional
information and request a summary of the Privacy and Security Rule by calling the investigator,
identified at the end of this letter.




13-151831
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OCR'’s authority to collect information and ascertain a covered entity’s compliance is found at
45 C.F.R. §§ 160.300 - 160.316. These provisions give OCR specific authority to investigate
complaints and conduct compliance reviews. Covered entities must cooperate with OCR
during a complaint investigation [45 C.F.R. § 160.310(b)] and permit OCR access to their
facilities, records and other information during normal business hours or at any time, without
notice, if exigent circumstances exist [45 C.F.R. § 160.310(c)].

The Privacy and Security Rule provide that, to the extent practicable, OCR will seek the
cooperation of covered entities to informally resolve complaints. For example, OCR can
provide technical assistance to help a covered entity voluntarily comply with the Privacy and
Security Rule.

A covered entity has the right to respond to an allegation by submitting evidence to OCR
indicating that:

(a) It is not a covered entity subject to the Privacy and Security Rule;

(b) the alleged violation did not occur as described by the complainant;

(c) the action complied with the Privacy and Security Rule; or,

(d) the covered entity has taken prompt and effective action to correct the noncompliance.

Please provide OCR with the following information in regard to this incident by July
20, 2013:

- A copy of your PPAZ HIPAA policies and procedures relating to impermissible uses
and disclosures of PHI.

- A copy of the investigation, conducted by PPAZ, if applicable.
- A copy of the documentation of the corrective actions taken by PPAZ, if applicable.

- A copy of any policies created and/or revised, designed to prevent future
impermissible actions of this type, if applicable.

- A copy of any documentation, pertaining to any disciplinary actions taken against
the workforce member(s), if applicable.

- A copy of any documentation, pertaining to retraining the workforce member(s), if
applicable.

- A copy of the breach notification to OCR, if applicable.

- Anything else you believe would be important for us to know in the resolution of
this complaint.

If OCR is unable to resolve this matter voluntarily, and if OCR’s investigation results in a
finding that PPAZ is not complying with the Privacy and/or Security Rule, HHS may initiate
formal enforcement action which may result in the imposition of civil money penalties.
Enclosed is a separate fact sheet which explains the penalty provisions under the Privacy and
Security Rule. The fact sheet also explains that certain violations of the Privacy and Security
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Rule may be subject to criminal penalties, which the U.S. Department of Justice is responsible for
enforcing.

Under the Freedom of Information Act, OCR may be required to release this letter and other
information about this case upon request to the public. In the event OCR receives such a request,
OCR will make every effort, as permitted by law, to protect information that identifies individuals
or that, if released, could constitute a clearly unwarranted invasion of personal privacy.

Please be assured that OCR is committed to resolving this matter in an efficient and timely manner.
If you have any questions, please do not hesitate to contact Sibylle O’Malley, Investigator, at 415-
437-8316 (Voice) or TDD Number 415-437-8311 (TDD); you may also contact her at
Sibylle.OMalley@hhs.gov. When contacting this office, please remember to include your OCR
Transaction Number: 13-151831.

Sincerely yours,

Lo \mg -

Michael Leoz
Regional Manager

Enclosure: Privacy and Security Rule Penalty Provisions Fact Sheet



OMalley, Sibylle M. (HHS/OCR)

T
From: Lawless Robertson, Laura M. |©)©).(0)7)(C)
Sent: Tuesday, July 16, 2013 7:58 AM
To: OMalley, Sibylle M. {HHS/OCR)
Ce: [(b)(6):(L)THC) |
Subject: Office of the Secretary Letter to Planned Parenthood of Arizona, OCR Reference Number
13-151831

Dear Ms. O'Malley,

This is to confirm our telephone discussion in which you granted Planned Parenthood of Arizona a two-week extension
to submit its response to the Department’s June 27, 2013 letter, As agreed, we will submit our response on or before
August 5, 2013, Thank you for your professional courtesy.

Best regards,

Laura Lawless Robertson
B)E).)(7)(C)

(b)(B);,(bXTHC)

'ﬁO—|

Squire Sanders (US) LLP

One East Washington Street, Suite 2700
Phoenix, Arizona 85004
www.squiresanders.com

39 offices in 19 countries

This message is confidential and may be legally privileged or otherwise protected from disclosure. If you are
not the intended recipient, please telephone or email the sender and delete this message and any attachment
from your system; you must not copy or disclose the contents of this message or any attachment to any other
person.

Squire Sanders (US) LLP is part of the international legal practice Squire Sanders which operates worldwide
through a number of separate legal entities. Please visit www.squiresanders.com for more information.

#US




OMalley, Sibylle M. (HHS/OCR)

From: OMalley, Sibylle M. (HHS/OCR)

Sent: Tuesday, July 16, 2013 8:31 AM

To: ‘Lawless Robertson, Laura M.

Ce: (B)B).P)THC) |

Subject: RE: 1 ice of the Secretary Letter to Planned Parenthood of Arizona, OCR Reference Number
13-151831

Dear Ms. Robertson,
You are welcome. Please let me know if you have any other questions or concerns.
Sincerely,

Sibylle M. O'Malley, Ph.D.

Equal Opportunity Specialist {Investigator}
U.S. Dept. of Health & Human Services
Office for Civil Rights, Region IX

90 7th Street, Suite 4-100

San Francisco, CA 94103-6705

Tel.: 415-437-8316

Fax: 415-437-8329

E-mail: Sibyile.OMatley@hhs gov
Notice

This message {inciuding any attachments) from the U.5. Department of Health and Human Services, Office for Civil Rights, contains information that
is PRIVILEGED and CONFIDENTIAL. If you are not an intended recipient, you are hereby notified that any dissemination of this message is strictly
prohibited. If you have received this message in error, please do not read, copy or forward it. Please permanently detete all copies and

any attachments and notify the sender immediately by reply e-mail.

Please be aware that email communication ¢an be intercepted in transmlssion or misdirected. Your use of email to communicate individually
identifiable health information {11H1} and other sensitive or confidential information to us indicates that you acknowledge and accept the possible
risks associated with such communication. Please consider communicating any sensitive Information by telephone, fax or mail, If you do not wish
to have your information sent by email, please contact the sender immediately.

From: Lawless Robertson, Laura M. [mailto|®©(X7)XC)
Sent: Tuesday, July 16, 2013 7:58 AM
To: OMalley, Sibylle M. (HHS/OCR)
Cc: Rosenfeld, Lawrence J.

Subject: Office of the Secretary Letter to Planned Parenthood of Arizona, OCR Reference Number 13-151831

Dear Ms. O'Malley,

This is to confirm our telephone discussion in which you granted Planned Parenthood of Arizona a two-week extension
to submit its response to the Department’s June 27, 2013 letter. As agreed, we will submit our response on or before
August 5, 2013. Thank you for your professional courtesy.

Best regards,

ra Lawless Robertson
(b)(6),(b)(7)(C)

T |{b){6);{b){?){C) |




o |®XNEXEXTXC)
F

Squire Sanders {(US) LLP

One East Washington Street, Suite 2700
Phoenix, Arizona 85004
www.squiresanders.com

39 offices in 19 countries

This message is confidential and may be legally privileged or otherwise protected from disclosure. If you are
not the intended recipient, please telephone or email the sender and delete this message and any attachment
from your system; you must not copy or disclose the contents of this message or any attachment to any other
person.

Squire Sanders (US) LLP is part of the international legal practice Squire Sanders which operates worldwide
through 2 number of separate legal entities. Please visit www.squiresanders.com for more information.

#US




OMalley, Sibylle M. (HHS/OCR)

L A
From: OMalley, Sibylle M. (HHS/OCR)
Sent: Tuesday, September 3 11:58 AM
To: (b)(6);(b)(T)C)
Subject: Re: Your OCR Complaint against PP AZ (OCR # 13-151831)
Importance: High

Dear|(0)(6).(0)(7)(C) |

I have heard from PP AZ and received a lot of additional information. As a result, | have some questions for you:

When did you start to work for PPAZ? - Please provide the date.
What was your job title?
What were your job duties?
Did you take advantage of PPAZ's discount medical services for PPAZ employees?
If yes, please explain how that worked.
Did you input your own billing information?
If no, who did? - Please provide the name and contact information for the person who did.
Did you incur a large balance at PPAZ?
if yes, did you set up your own payment arrangement?
. if no, who set up your payment arrangement? - Please provide the name and contact information for the
person who did.
11. Were you treated by your friend and roommate, a physician at PPAZ?
12. If yes, how long had you been her patient? — Please provide the date.
13. Are you still working for PPAZ?
14. if yes, did PPAZ change their policies since you filed this complaint?
15. if yes, please explain how.
16. if no, when was your last day at PPAZ? - Please provide the date.
17. Please feel free to add anything else you feel would be important for me to know in this investigation.

PONON AW

[y
o

Please provide me with the answers to the above questions by 2013,
Sincerely,

Sibylle M, O'Malley, Ph.D,

Equal Opportunity Specialist {Investigator)
U.S. Dept. of Health & Human Services
Office for Civil Rights, Region IX

90 7th Street, Suite 4-10C

San Francisco, CA 94103-6705

Tel.: 415-437-8316

Fax: 415-437-8329

E-mail: Sibvlle.OMalley@hhs.gov

Notice

This message (inctuding any attachments) from the U.S. Department of Health and Human Services, Office for Civil Rights, contains informaticn that
is PRIVILEGED and CONFIDENTIAL. If you are not an intended recipient, you are hereby notified that any dissemination of this message is strictly
prohibited. If you have received this message in error, please do not read, copy or forward it. Please permanently delete all copies and

any attachments and notify the sender immediately by reply e-mail.



Please be aware that email communication can be intercepted in transmission or misdirected. Your use of email to communicate individuatly
identifiable health information (IH1} and other sensitive or confidential information to us indicates that you acknowiedge and accept the possible
risks associated with such communication. Please consider communicating any sensitive information by telephone, fax or mail. If you do not wish
to have your information sent by email, please contact the sender immedtately.
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Voice - (415) 437-8310, (800) 368-1019 Office for Civil Rights, Region IX
5 TDD - (415) 437-8311, (800) 537-7697 90 7"' Street, Suite 4-100
%5 (FAX) - (415) 437-8329 San Francisco, CA 94103
¥, http:/Awww.hhs.gow/ocr!
%"Mau
October 30, 2013

(b)(B);,(bXTHC)

Lawrence J. Rosenfeld

Squire Sanders {US) LLP

1 E. Washington Street, Suite 2700
Phoenix, AZ 85004

OCR Reference Number: 13-151831

Dear |{b){6);{b){?){0) |ar|d Mr. Rosenfeld:

On November 13, 2012, the U.S. Department of Health and Human Services (HHS), Office for
Civil Rights (OCR) received a complaint, from|()®).(0)7)(C) |{the complainant), alleging
a violation of the Federal Standards for Privacy of Individually Identifiable Health information
and/or the Security Standards for the Protection of Electronic Protected Health information
(45 C.F.R. Parts 160 and 164, Subparts A, C, and E, the Privacy and Security Rule). Specifically,
the complainant alleges that, on November 9, 2012, Planned Parenthood of Arizona (PPAZ;
covered entity}, impermissibly, disclosed her protected health information (PHI} to Dominque
Lee, the Director of Operational Standards, without notifying her and/or obtaining her
permission, This allegation could reflect a violation of 45 C.F.R. §§ 164.502(a), and, 164.530(c),
respectively.

OCR enforces the Privacy Rule and Security Rule and also enforces federal civil rights laws which
prohibit discrimination in the delivery of health and human services because of race, color, national
origin, disability and age.

In enforcing the Privacy Rule, OCR is required, by the regulation, to attempt, whenever possible, to
resolve matters arising from complaints by informal means [45 C.F.R. §160.312(a){(l)].

On June 20, 2013, OCR notified|{bJ{SJ!{bJW){CJ |at PPAZ, of the allegation and asked for a
response; on August 5, 2013,[(0)6),0)(7)(C) | attorney for PPAZ, responded to the
allegation. Below is a summary of the complainant’s allegation and PPAZ's response to the
allegation.

The complainant states the following: On November 5, 2012, PPAZ disclosed her PHI to
[®)6).0)(7)C) | Director of Operational Standards (DOS), at the request of
Director of Health Center Management and|®)©.0)7(C) | Chief Operating Officer of PPAZ. As






